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Online teaching does not only require dedicated formats of delivering the learning
materials and particular didactic approaches. There are also many specific consid-
erations about assessment forms that have to be taken into account. While in our
previous report (SR2)1 [49] we have focused on specific forms of content delivery
and didactic approaches, we now have directed the spotlight on online assessment.
We highlight several assessment methods from simple multiple choice tests to auto-
mated methods of testing more complex tasks to forms of collaborative assessment,
such as project based learning, peer assessment, and team projects. Furthermore, we
cover a selection of aspects to ensure academic integrity, such as online proctoring
or plagiarism checks.

As described in SR2, we consider the digitalization of education to be a chance
rather than a challenge as it improves the availability of education for less privileged
learners, learners in remote or rural areas, and life-long and part-time learners.

Operating openHPI, the Hasso Plattner Institute’s MOOC platform, for more than
10 years and offering a large number of courses on a variety of topics there, the
authors have gained an extensive experience on many aspects of online assessment.
Although MOOCs are a form of e-learning in a very special setting, many of the
experiences and research results in this context can be transferred and adapted to
the more formalized approach of online learning of the German University of Digital
Science.

In the report at hand we provide an overview of general considerations about
assessments such as assessment levels, assessment principles, and assessment forms.
We have a look at grading and cheating, and introduce several forms of online assess-
mentmethods.We report on challenges and opportunities in the context of scalability
and finally provide an introduction to peer assessment and the assessment of team
assignments.

1Scientific Report 2 - Innovative Formats for Online Teaching
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1. Introduction

The COVID-19 pandemic has significantly increased the pace of digitalization across
diverse spheres and facets of daily existence. In response to the imperative of avert-
ing contagion and augmenting public health safety, a pivotal facet of early life —
education — has undergone a pronounced transition towards remote modalities
across expansive geographical expanses. Analogous to prevailing trends in profes-
sional environments, numerous educational establishments encompassing schools,
universities, and vocational training centers have embraced digital instruction, at
least to some extent. Regrettably, the caliber of education dispensed through online
mediums varies markedly contingent upon the degree of preparedness exhibited by
instructors. Whereas certain entities, such as select study programs, have adeptly
integrated diverse elements into their digital instructional frameworks, others con-
spicuously lag behind in this regard.

For the last decade, the Hasso Plattner Institute (HPI) has been offering online
courses covering a range of subjects through the online education platform known
as openHPI1[50]. Massive Open Online Courses (MOOCs) hosted on openHPI have
witnessed a similar upsurge during COVID-19 lockdown periods, as individuals
found themselves with limited activities and thus turned to online learning opportu-
nities.Within the framework of online education facilitated by openHPI, we have had
the opportunity to explore diverse educational concepts in digital environments. Be-
fore moving to the German University of Digital Science (German UDS), the authors
have been involved in the development and operation of this platform in leading
roles. Building on this experience, with this report, we aim to provide a summary of
assessment methods to be applied in online education.

1.1. Problem Statement

A recent article by Ananda Klaar, an ethnology student and author of an op-ed col-
umn about universities in the well-known German magazine “Der Spiegel”, sported
the headline “Wir brauchen neue Prüfungsformen – und zwar schnell!”2 [102]. The
author criticizes that current forms of assessments and exams are causing pressure,
fear and sleepless nights. Most of all, the exams do not support learning, and neither
prepare for the future tasks in the job nor life in general [102]. The article refers to
a report by one of the largest German health insurance companies examining the

1https://open.hpi.de
2We need new forms of assessment - and we need them now!
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1. Introduction

health of German students3. The report describes that 68% of the students are ex-
hausted by stress, often caused by exams. Still many exams rely on the amount of
knowledge that a student is able to learn by heart, and generally forgets right after
the exam. Grades are not only fostering pressure on the students but also competitive
behavior patterns between students, whichwould be better replaced by collaborative
behavior patterns [102]. Furthermore, technological developments, for example, the
Internet in every hand via smart phones, and particularly the recent developments
in the area of generative AI require fundamentally new approaches towards assess-
ment. While the current situation urgently requires changes in on-campus structures,
online study environments are facing similar challenges, while also providing some
opportunities for solutions.

1.2. Contribution of this Report

In this report, we provide an overview of assessment forms to be used by educators in
various online-education scenarios. To allow for appropriate decisions for, or against,
certain assessment forms, we highlight, how well the different forms can be used
in combination with the variety of educational methods we have described in a
previous report [49].

1.3. Report Structure

The remainder of the report is structured as follows: In Chapter 2 we provide a
general definition of assessment and particular forms of assessment in educational
environments. Furthermore, we set the scope of the report at hand. In Chapter 3 we
introduce a variety of methods which are particularly suitable for assessments in
modern online learning contexts. Chapter 4 examines assessment methods partic-
ularly focusing on their scalability. In Chapter 5 we highlight the aspect of online
proctoring and provide a basic comparison of different forms and providers of on-
line proctoring. Furthermore, we give a broad overview on aspects of plagiarism in
the context of online learning. In Chapter 6 we return to a particular form of assess-
ment: peer and self assessment. Chapter 6.2 then shows how peer assessment works
particularly well when it is combined with group or team tasks. In Chapter A we
provide a (non-exhaustive) list of suitable online assessment tools. Chapter 7 finally
summarizes our report.

3hhttps://www.tk.de/presse/themen/praevention/gesundheitsstudien/tk-gesundheitsreport-2023-
2149758
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2. Assessment

Evaluating the performance of learners has always been a difficult endeavor. Ed-
ucators are tasked with ensuring alignment between assessment and the material
covered in instruction, mindful of the inadvertent evaluation of supplementary skills.
Many assessmentmethodologies prioritize rotememorization over the application of
acquired principles, consequently fostering what is colloquially termed as “bulimic
learning” among students. Moreover, certain assessments may merely demonstrate
adeptness in navigating specific examination formats rather than true mastery of the
subject matter.

Compounding this complexity are the advent of contemporary generative AI tools,
exemplified by platforms like ChatGPT, which challenge traditional examination
paradigms. Furthermore, within the realm of online learning, assessing learner per-
formance introduces supplementary obstacles, including heightened demands for
identity verification, the implementation of rigorous exam proctoring protocols, and
the necessity for a secure academic environment conducive to deterring instances of
academic misconduct.

2.1. General Considerations

We will start this report with a set of general considerations on different assessment
levels, the general purpose of assessment, and selected attempts to define assessment
principles. We will have a look at different forms of assessment, grading, and finally
cheating.

2.1.1. Levels of Assessment

Assessment in higher education basically happens on five separate levels [51]. On
Level one (L1), the learning1 of individual students within a course is assessed, on
Level two (L2) the learning of students across courses within a program is assessed.
Levels three to five are covering the assessment of courses, programs, and institutions.
The report at hand is focusing on L1 and from time to time might scratch at the
surface of L2. Assessment on L3 to L5 is done either by students, e.g. in the context of
internal quality assessments or in the context of student rankings of programs and

1For simplicity, we only refer to learning or knowledge for now.Wewill differentiate between knowledge,
skills, and competences in one of the following chapters.
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2. Assessment

institutions, such as the CHE2, or by public or private accreditation organizations.
None of these are part of this report.

2.1.2. The Purpose of Assessment

Different types of assessment serve different purposes. On the one hand, some forms
of assessment aim to provide students individual monitoring of their learning pro-
cess. Examples for this are self-tests that allow students to quickly check their under-
standing of a certain lesson or context. Self-reflections or summaries allow students
to achieve a similar goal with a little more depth. On the other hand, instructors use
assessment to monitor the students’ performance and decide on measurements to
customize their teaching plans for the whole group of students or support individ-
ual students who are ahead or behind the bulk of the cohort. Instructors also use
assessment to provide individual feedback to students.

To sum it up, assessment is used to help students learn, by helping them determine
whether they have comprehended the content, and motivating them to go further or
to do better.

In real-world situations, however, assessment is often used to filter students from
popular programs and decides on their future careers, nowadays already starting
in Kindergarden and pre-school, throughout their whole educational career up to
graduation from university. Particularly, due to this permanent stress, the topic of
assessment goes hand in hand with the topic of cheating. Reducing the weight and
significance of single assessments by offering several smaller assessments instead
of few large assessments can help to reduce this stress and, therefore, one of the
motivations to cheat. We will discuss this in more detail in Section 2.5.

2.1.3. Principles of Assessment

Several frameworks to categorize the principles of assessment exist. We have selected
two of them, which although not being exhaustive are covering a sufficiently wide
range of aspects. We briefly summarize their key aspects in the following, which are
good guidelines when designing assessments.

• Brown [7] has developed a set of principles for the assessment of languages,
which can be generalized for any form of assessment.

• The Taylor Institute for Teaching and Learning at the University of Calgary [18]
has developed a set of guidelines particularly focusing on online assessments.

2.1.3.1. Brown’s Principles of Assessment
Although Brown’s principles from his book Language Assessment: Principles and Class-
room Practices, published in 2004 [7], were primarily developed for language assess-
ment, they can be applied to almost any kind of assessment.

2Center for Higher Education: https://www.che.de/en/
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2.1. General Considerations

Themain protagonists in assessment are students—thosewho produce and submit
the exams or artefacts to be assessed—and raters—those who assess the submitted
work of the students, either by giving them a grade or feedback.

(1) Practicality Assessments should not be excessively expensive, should be man-
ageable within appropriate time constraints, and they should be easy to administer.
Particularly, they should have a time-efficient grading procedure.

(2) Reliability Assessments have to be consistent. The same test given to two
comparable students should yield similar results. Reliability comes with a set of
different aspects. Students have to be reliable, they should not be sick, overly anxious,
or burdened with other physical or psychological factors which hamper them to
reach their full potential. Raters also have to be reliable. Brown speaks of inter-rater
reliabilitywhen two ormore raters yield consistent scores for the same test. Intra-rater
reliability means that one rater yields the same results for the same test regardless
of fatigue (having graded the same questions of many students) or any bias caused
by previous results or behavior of particular students. Furthermore, it has to be
ensured that the way the assessments are administered reliably produces the same
results. Noise level, distractions, etc. have to be reduced to a minimum. Photocopies
or handouts have to be provided with a consistent quality. The same applies for
light, desk and chairs, etc. Particularly, in the context of online learning, factors such
as online connectivity, Internet speed, or issues with online-proctoring have to be
added here. Also, the Test itself can be a source of unreliability. Tests that are too
long, e.g., do not only test the learners knowledge but also their resilience against
fatigue. If they are too strictly timed, they rather measure a student’s stress resistance.
Ambiguous or poorly designed questions can also contribute a certain amount of
unreliability.

(3) Validity is another quite complex principle coming with several aspects. A
valid assessment tests exactly what is supposed to be tested and not something dif-
ferent, such as vision, previous knowledge, or other skills not exactly relevant for the
actual purpose of the test. The assessment should be valid for the content of the class:
e.g. programming tasks are a more valid assessment for a programming class than
multiple choice tests. Other forms of validity next to content validity are concurrent
validity—the results of an assessment should confirm the general performance of a
learner as measured, e.g. in class contributions, and predictive validity—the assess-
ment captures the likeliness of the learners success, e.g. in a future employment.
Furthermore, assessments should be valid against socio-economic advantages, e.g.
as some learners might be able to afford additional coaching while others are not or
better educated parents can support their offspring in a way that less educated par-
ents cannot. Obviously, this so-called consequential validity cannot be designed into
an assessment alone, but has to be taken care of in the overall design of classes, e.g.
by offering free tutorials led by students from previous semesters, etc. Finally, face
validity determines the ability of an assignment to measure the knowledge or skill it
claims to measure based on the judgement of the learners. A face valid assessment
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2. Assessment

will be provided in an expected and familiar format and doable in the given time
frame. It will come with clear directions and a difficulty level that is to be expected
by the learners based on previous (ungraded) tests and the way the content was
delivered in the lectures.

(4) Authenticity simply means that an assessment is related to the real world. It
should use natural language, the tasks should be properly set in context, the top-
ics should be relevant to the learner—particular awareness has to be given here to
differences in culture, background, and gender.

(5) Washback delineates the influence that the assessment has on the teaching.
“What is assessed becomes what is valued, which becomes what is taught.” [99]

Washback is a phenomenon that occurs particularly with high-stakes assessments.
Instructors aim that their students pass e.g. centralized tests with good results and,
therefore, adjust their teaching to the design of the assessment.

2.1.3.2. Principles of Assessment - Taylor Institute
The following paragraphs in this section briefly summarize the principles of assess-
ment as defined by the Taylor Institute of Teaching and Learning at the University
of Calgary, which have a particular focus on the online learning context [18].

(1) Focus on learning Assessments should support the learners to focus on the
key elements of a course. Therefore, the learning outcomes of a course should be
clearly defined and communicated. The assessments should be closely aligned to
these learning outcomes. The strategy to achieve this goal is to employ constructive
alignment by iterative revisiting and adjusting the learning material and the assess-
ments to match the defined learning outcomes. Rubrics can be used to communicate
to the learners what the instructors expect from them and help the instructors, teach-
ing assistants, or peers to grade consistently and transparent. Particularly in online
learning contexts, the students have to use a variety of technologies. If technology is
employed in assessments, students should have the opportunity to familiarize them-
selves with the technology in a non-assessment context, so that during the actual
assessment they can focus on the the task and not on the technology.

(2) Balance structure with flexibility While online learners need a reliable and
predictable structure, they also need a certain level of flexibility. E.g. the learners
could be allowed a certain choice in the weight of the individual assessments, they
could be allowed to choose if they rather hand in a paper, a recorded presentation
or e.g. a software they developed. Furthermore, they could be allowed to decide if
they want to work on a certain task alone or in a team, or they could be allowed to
select an assessment they want to skip or remove from the grade.

(2) Provide clear instructions and quality feedback A clear and well-defined, up-
front communication of requirements, technology to be used, purposes, and grading
criteria enables learners to focus on the given task, being able to effectively demon-
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2.1. General Considerations

strate their skills and competencies, without struggling with uncertainties and tech-
nological issues.

(3) Consider alternative forms of assessment Do not only rely on timed exams.
Although these are the easiest and less time consuming approach to create and
grade exams, they can only cover the assessment of a subset of the learners skills.
Additionally, they require some sort of proctoring to avoid cheating. Alternatives e.g.
can be e-portfolios, peer assessments, or custom tools for particular subjects, such as
auto-graded coding tasks.

(4) Use open book exams In most subjects, learning by heart is nomore a skill that
meets the needs of neither today nor the future. Knowing where to find information
and how to retrieve it, is often a more up-to-date skill. Open book exams, therefore,
often are a better way to assess a learner’s competencies. These exams can e.g. be
combined with competitive time limits, to make sure that learners really have the
required competencies in retrieving relevant information. The given time constraints
have to be communicated upfront and transparently. Furthermore, learners can be
asked to reveal their sources. Well prepared learners, with a good understanding
of the subject will always outperform those who lack preparation and understand-
ing. Well implemented open book exams will rather assess the competencies at the
higher levels of Bloom’s taxonomy, such as analysing, synthesizing, or evaluating
information rather than the mere reproduction of knowledge. Open book exams,
therefore, also should be equipped with a certain level of support, such as e.g. an
FAQ section. Furthermore, the expectations in terms of detail and length should be
clearly communicated, e.g. by setting word limits.

(5) Promote academic integrity It should always be clearly communicated that
academic integrity is expected from the learners and lived by the staff. Assessments
should be designed to promote learning, not to avoid cheating. The meaning of
academic integrity should be openly addressed in different contexts ways. A very
simple form is to ask students to sign or accept an honor code, whenever they start
a course or an assessment. On the other end of the spectrum, a dedicated class
on academic writing, presentations, etc. could also include aspects on ethics and
academic integrity.

2.1.3.3. Others
Other principles of assessment have been published by, e.g. the University of Lan-
caster3, or Coursetopia a British provider of vocational training4. Although the cat-
egories of their principles are not all identical to those that have been described in
more detail above, the underlying concepts are basically quite similar. The principles
by the University of Lancaster e.g. state that the focus of the assessment should cover

3https://www.lancaster.ac.uk/curriculum-and-education-development-
academy/resources/assessment-principles/

4https://www.coursetopia.co.uk/principles-of-assessment/
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2. Assessment

what was discussed in the program, they should aim for holistic understanding,
facilitate learning and improve standards. Furthermore, assessments and feedback
should be timely and embedded in an overall learning journey. Coursetopia stays
even closer to Brown’s principles but lists eight instead of five: ethics, fairness, suffi-
ciency, currency, authenticity, reliability, validity, and learning domains.

2.1.4. Steps in the Assessment Process

To properly assess the learning of the students, it is important to clearly define and
communicate the expected learning outcomes and the expected depth of learning.
According to these definitions of expected learning, the appropriate measures to
assess the learning outcomes have to be chosen. The collected results need then to
be analyzed and, finally, appropriate measures to improve the situation if necessary
have to be implemented.

2.2. What to Assess?

On of the most important questions that instructors have to ask themselves when
they are creating assessments is what exactly they want to assess. This question is
very closely related to the question what exactly they intended to teach. An, unfor-
tunately not yet common, approach is to follow a strategy that is quite similar to
test-driven development in the area of software engineering. Before the actual software
is developed, the code to test if the software actually does what it is supposed to
do is developed. Following that approach and creating tests and teaching/learning
material side-by-side, it is muchmore likely to create assessments that actuallymatch
what has been learned than pushing the development of assessments to the end of
the class, creating it right-in-time when it is delivered to the learners. While it is
comparatively simple to meet the course’s topics in the assessments, it is far more
difficult to meet the level of expectations. Mapped to Bloom’s taxonomy, the question
might be if the learners are supposed just to remember some facts, understand their
meaning, apply this knowledge, analyze or evaluate them or create something on
their own.

To give an example: A history lesson dealt with the historic figure Vlad the 3rd
of Wallachia. A question that just asks for remembering the facts would be “What
was his preferred method of killing people?”, a question that asks to apply this
knowledge would be how exactly that influenced Bram Stoker in writing his most
famous novel. A question asking the learner to write a short story would be on the
creation level, while writing a critique of Stoker’s story comparing it to the historical
facts might be the evaluation task.

The question can be reformulated to: “Do we want to assess knowledge, behaviors,
skills, or competencies?” Assessing the pure remembering of facts has been proven
to result in so-called bulimic learning. Students start learning right before an exam
stuffing the expected knowledge into their brains, can re-call the knowledge for a
few days and as soon as the exam has passed extinguish the knowledge from their
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2.3. Formative vs. Summative Assessment

brains as quick as possible. The worst example in that direction was encountered
by one of the authors several years ago on an online learning platform where each
quiz question started with the sentence “What did the professor say in the previous
video about x or y?”

Next to the question on which level of, e.g. Bloom’s taxonomy, factual knowledge,
skills, and competencies are to be addressed, it has to be decided if further profes-
sional or so-called future skills, such as team work, proficiency in communication
technology, problem-solving skills, critical reflection skills, conceptual understand-
ing, abstraction or reasoning skills, etc. have to be assessed.Next to those also classical
skills, such as writing or language skills might add to the picture.

What to 
assess?

Collaboration skills

Creativity

Application skills

Conceptual understanding

Writing skills

Reasoning skills

Critical reflection skills

Professional skills

Problem-solving skillsFactual knowledge

Civic and global learning

Figure 2.1.: Several aspects that can be covered by different forms of assessments.
(Based on [12])

2.3. Formative vs. Summative Assessment

The two essentially different types of assessment are formative and summative as-
sessment. In brief, summative assessment is measurable and is mostly expressed in
grades or similar, while formative assessment helps instructors and learners to adjust
the learning process and ideally is expressed in feedback. In other words, formative
assessment is assessment for learning, while summative assessment is assessment
of learning [11].

2.3.1. Summative Assessment

Summative assessment (ideally) reflects students’ knowledge of a given topic through
a grade. Generally, summative assessments are conducted in the form of tests. These
tests have to be created in a way that they do not only test the remembering of fac-
tual knowledge, but in a way that the students have to cover all levels of Bloom’s
taxonomy to succeed [49]. Typical examples are final tests at the end of a semester
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2. Assessment

or quarter, midterm exams, final or capstone projects, papers, oral exams, or pre-
sentations. Typically, students are asked to work on such assessments individually
and without the help of other people, technological devices, or other resources such
as cheat sheets. As these assessments often come with high stakes, cheating and
the prevention of cheating is a topic to be addressed in detail. However, summa-
tive assessment can also be applied on group work. In this case, a mechanism has
to be established that allows the instructor to combine a grade from the group’s
collaborative work and the individual contributions of the participants.

Information that is extracted from summative assessments can additionally be
used in a formative way, particularly by instructors, who always have the chance
to improve their teaching in the next iteration of their course. In case that there are
mechanisms in place that allow students to learn from their mistakes and potentially
even improve their grades in a second attempt or an additional exam, they can also
use the results from the summative assessment in a formative way. A very basic
example for this is the practice of many school-teachers to ask their students to
return a corrected version of their exam once they have received the grade.

On the positive side, summative assessments show if the students have understood
a certain topic or concept, they can boost individual confidence of (strong) students,
they help to evaluate students’ performance and make academic record. They help
instructors to identify weak areas and measure the success of their training methods.
To some extent, they can also be used by the institution to measure an educators
performance.

On the negative side, summative assessments put pressure on the students and
lessen the confidence of (weak) students. They often rather assess the ability of stu-
dents to pass a certain form of tests than their actual knowledge. Furthermore, they
are often restricted to the recall of certain information given in a lecture, rather than
testing the ability of the students to apply their knowledge. The rise of standardized
tests throughout recent years has to be viewed quite critically as they often measure
“the average”, while excellence in certain areas can easily be missed as they do not
take individual needs and capabilities into account. The same exam for all does not
necessarily result in a fair5 selection.

2.3.2. Formative Assessment

Formative assessment provides instructors with the necessary data to adjust the
learning process, ideally “on the fly” or at least for the next generation of learners.
It enables the instructors to provide on-going, focused, and targeted feedback and,
thus, provides learners with the necessary insight to adjust their learning process,
ideally also “on the fly” so that they can pass the class or improve their grades. It
enables students to take an active role in their learning process by monitoring their

5Even the word fair itself is defined quite differently. Is it more fair giving everybody the same
amount of time and tasks with the same level of difficulty, or is it more fair giving e.g. persons
with a disability more time or a different set of tasks that takes the conditions of the disability into
account)
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progress and using feedback to make adjustments. [11, 20] It empowers students to
become independent learners.

Examples for formative assessments are any ungraded class activities starting from
ungraded diagnostic quizzes, asking the learners to create concept maps, collecting
sentences that identify the main point of a lecture, e.g. in the form of a word cloud,
portfolios, journals, presentations, discussion boards to group work on given tasks
or worksheets or even longer projects.

On the positive side, formative assessment improves teaching and learning and
helps students and instructors to identify strengths and weaknesses and target areas
that need work, while adjustments are still possible. Formative assessment is gener-
ally low stakes, helps to identify and communicate learning goals, increases rigor
and improves academic achievement. Ideally, it helps to enhance student motivation
and engagement by personalizing their learning experience, therefore, producing
self-regulated learners.

Rubrics can be employed as a guide for scoring and evaluating the quality of the
learners’ responses. Usually, rubrics include criteria for evaluation, quality defini-
tions for those criteria at particular levels of achievement, and a scoring strategy.
Rubrics are often presented in the form of tables and are used by instructors to
mark the results and provide feedback, and by learners when planning their work.
Rubrics, when used with formative assessment purposes, have shown to have a
positive impact on students’ learning. Rubrics provide personalized feedback while
allowing for students to take ownership of their progress as well as pointing areas
of improvement.

Formative assessment Summative assessment

Learn and practice Assess performance

Throughout the course At the end of the 
instructional period

Identify gaps and improve 
learning

Collect evidence of 
student knowledge or skills

Via approaches that 
support students’ needs

Via learning products or a 
cumulative assessment

When

Why

How

Figure 2.2.: Summative vs. formative assessment. (Based on [20])
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2.4. Grading

Particularly in the context of summative assessment, grading is an important aspect
to be considered. The two main angles to be considered in the context of grading are

• Who is grading?

• Which criteria are employed for grading?

Considering the first question, grading can be done either by machines or by
humans. Humans who are grading the work of other (hopefully) humans, can be
instructors6, externals doing this for a fee, or peers. We will dive deeper into these
approaches in Section 4. The second question of grading criteria goes hand in hand
with the questions introduced in the previous section ofwhat exactly is to be assessed.
As this differs significantly from course to course and environment to environment,
there is no one-size-fits-all solution.

2.5. Cheating

Particularly, but not exclusively, in scalable online learning contexts it has to be clearly
defined before an exam is started, what is considered to be cheating. Automated
proctoring solutions, e.g., will have to be explicitly configured which behaviors they
are supposed to treat as cheating attempts. Once they are configured that way, they
will mercilessly punish every participant that is not behaving conforming to these
rules. Therefore, it is even more important to clearly communicate the definition of
cheating before the participants are starting an exam as it is in a classic classroom
setting. Obviously, the rules should be communicated there as well, but the proctors
in a classroom have at least some flexibility in minor cases and can work with several
layers of warning before ripping the participant’s exam sheet to pieces. Automated
proctors might allow a certain threshold of misdemeanors but generally they do not
provide warnings and in the end it is always a binary decision.

The example already shows that there is actually no difference between online and
offline exam settings as human proctors in human based online proctoring tools have
the same options as humanproctors in a classroom. The differences are rather defined
by the number of participants, as for scalable online exams automated proctoring
solutions are required. In a similar way, given that modern proctoring tools are
applied, there aremore differences between a classroom examwith very few students
and a classroomexamwith hundreds of students, than between similarly sized online
and offline exams. With the ubiquitous use of mobile phones, students have very
similar opportunities for finding information in each of the settings. Preparing cheat
sheets and hiding them in the restrooms appears to be a quite anachronistic view in
the light of these developments.

6Teachers, tutors, assistants, etc.
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2.5.1. Do successful cheaters prove other skills?

In some cases, successful cheaters might actually demonstrate other skills than the
ones that are examined. As an example, in some Javascript-based online exams,
the participants might be able to find the solution in the exams source code. This
might be more or less well hidden. Finding the solution by reading the source code
could be considered as cheating, or it could be considered as a demonstration of
different skills. The question remains if these skills can be measured, if they should
be awarded, e.g. by ignoring them as cheating attempts, or if even in such cases a
rigorous punishment is required. These questions are hard to answer in general and
will be regarded differently by institutions and individuals.

2.5.2. Reasons for cheating

Participants are inclined to cheat in exams for a variety of reasons. Some of them
might just have been lazy and lack a proper preparation. Others are tempted to
cheat as the opportunity is given. Particularly in online exams, information is easily
accessible on the Internet and there might be a lack of proctoring or supervision.
Other common reasons are the pressure that is put on the participants due to the
weight of an exam and the resulting fear of failing. Designing courses so that they
contain a variety of different, smaller exams appears to be a promising strategy to
reduce the motivation for cheating. The effort of preparing for each of the smaller
exams is reduced, which can reduce the aversion against starting to prepare for
the exam. Furthermore, the weight of each of the exams within the courses overall
grading framework is reduced, which can help to lower the pressure of success and
the fear of failing.

2.5.3. Why is cheating such a big concern?

While some authors argue that cheating is a particular problem in online settings, we
argue that cheating is just as problematic in regular classroom settings. Given that
appropriate anti-cheating tools are employed, online exams are even easier to scale
than classroom exams with the same probability to detect cheating attempts. Com-
mon forms of cheating in online exams, such as sharing answers with fellow learners,
accessing illegal resources, using technology, and impersonating other students are
also known in classroom settings, particularly if they are large scale.

Also the consequences for the institutions are similar. Confidence and trust of
employers in the degrees and certificates are undermined. The reputation of the
institution suffers and it will get increasingly hard to attract students.

A particular form of cheating is to employ agencies to write articles, papers, or
theses. In this context, another aspect has to be considered. Students who have em-
ployed such agencies to cheat are increasingly blackmailed by them when they got
away with their cheating and enter high level positions [96].

The National Business Ethics Survey of the U.S. Workforce Report from 2013 re-
vealed that there is a particular high percentage of ethical misconduct in the ranks of
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the management. Although the report does not draw the direct connection, there is
a certain probability that particularly students who learned that they will get away
with cheating during their studies, are likely to continue following this unrighteous
path at their future jobs [95].

2.5.4. How to prevent cheating?

Several approaches and technologies exist to detect and prevent cheating particularly
in online settings. We introduce selected proctoring solutions in Section 5.1 and
selected solutions to detect plagiarism in Section 5.2.1.
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The formats of online assessments are varied. Multiple-choice questions (MCQs),
in which students must select the correct answer from several options, are often
used. Short answer and essay questions, which require longer and more detailed
responses, are also common. Technical and IT courses often use programming tasks
that require students to write and run code. Project work, which is completed over
an extended period of time and often involves presentations or reports, is another
common assessment method. Institutions use a variety of platforms and tools to
conduct these assessments. Learning Management Systems (LMS) such as Moodle,
Blackboard or Canvas offer extensive functionality for conducting online exams. In
addition, specialized proctoring software, such as ExamSoft, ProctorU, or Respon-
dus, has been developed specifically for the secure and proctored delivery of online
exams [53].

The benefits of online assessments are many and diverse. They provide students
with flexibility by allowing them to take exams from multiple locations. Automated
scoring of multiple choice and other objective test formats saves time and enables
efficient delivery. Large groups of students can be assessed simultaneously, increas-
ing the scalability of these assessments. In addition, online assessments allow the
use of multiple assessment methods that combine different question formats and
interactive content. Despite these advantages, there are challenges and drawbacks.
Technical issues, such as Internet connection failures or software incompatibilities,
can affect exam performance. Exam security must be maintained to prevent cheating
and ensure student identity. Privacy is also an important issue, as students’ personal
information and exam content must be protected. Not all students may have equal
access to the necessary technical resources, which can affect equity [4].

Proctoring of online assessments can be done in a number of ways. Live proc-
toring involves real-time monitoring by proctors using a webcam and microphone.
Automated proctoring uses software-based monitoring with algorithms to detect
suspicious activity. A combination of automated and human proctoring is often
used to ensure the security and integrity of exams. Overall, online assessments offer
universities a modern and flexible way to evaluate student knowledge and skills.
However, their successful implementation requires careful planning and measures
to ensure the integrity and fairness of the assessments. Online assessment has be-
come an integral part of higher education, driven by advances in technology and
the need for flexible learning environments [28]. We provide more details on online
proctoring and a comparison of proctoring solutions and providers in Section 5.1.

The remainder of this chapter examines the typical online assessments used in
higher education, discussing their formats, benefits, challenges and best practices
for effective implementation.
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3.1. Online Assessments in the Higher Education Context

Online quizzes and tests are among the most common forms of online assessment.
They can include multiple choice, true/false, short answer and essay questions. They
are often used to assess a wide range of knowledge and cognitive skills. One of the
main benefits of online quizzes and tests is the immediate feedback they provide to
students, allowing them to quickly identify strengths and weaknesses. Automated
grading systems make these assessments efficient and scalable, especially for large
classes. However, ensuring the security and integrity of online tests can be chal-
lenging. Institutions often use secure browsers and online proctoring services to
reduce cheating, but these measures can sometimes be intrusive and raise privacy
concerns [22].

Written assignments and projects submitted through online platforms such as
Moodle or Blackboard are also common in higher education [41]. These assessments
allow students to explore topics in depth, conduct research and present their findings
in a comprehensive manner. The flexibility of online submissions allows students
to manage their time effectively and submit work from anywhere. However, these
assessments present challenges in terms of ensuring originality and preventing pla-
giarism. The use of plagiarism detection software can help to maintain academic
integrity.Wewill discuss plagiarism detection software inmore detail in Section 5.2.1.
However, grading written assignments can be time-consuming for teachers, espe-
cially in large classes.

Discussion boards are another valuable tool for online assessment [98]. These
forums encourage students to discuss assigned topics, promote critical thinking
and allow for the exchange of different perspectives. Asynchronous participation in
discussion forums provides flexibility, allowing students to contribute at their own
pace. However, maintaining active and meaningful participation can be challenging,
and forums require careful moderation to ensure productive dialogue. Assessing
individual contributions in a discussion forum can also be complex and requires
clear criteria and guidelines.

Live and recorded presentations are increasingly being used as online assessments
to develop and evaluate students’ communication skills [47]. Live presentations
using video conferencing tools such as Zoom or Microsoft Teams allow for real-time
interaction and immediate feedback. Alternatively, students can submit recorded
presentations that can be reviewedmultiple times by teachers. This format allows stu-
dents to hone their presentation skills and use multimedia to enhance their delivery.
However, technical difficulties such as unstable internet connections or inadequate
equipment can reduce the effectiveness of live presentations. Ensuring that students
are comfortable with the technology and providing support for technical issues is
essential for successful implementation.

Peer assessment is an innovative approach in which students assess each other’s
work against pre-determined criteria. This method promotes collaborative learn-
ing and critical thinking as students gain insight from reviewing the work of their
peers [14, 43, 65, 97]. Peer assessment can also relieve teachers of some of the bur-
den of marking. However, ensuring fairness and consistency in peer assessment
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can be challenging. Providing clear rubrics and training students on how to give
constructive feedback can improve the reliability of peer assessment [48].

The assessment criteria are clearly defined so that students know what to look for.
These criteria help ensure that assessments are consistent and fair. A key benefit of
peer assessment in the digital classroom is that it encourages self-reflection. Students
learn to critically examine and improve their own work by analyzing the work of
others. This process strengthens their ability to give and receive constructive feed-
back. In addition, peer assessment encourages collaboration and exchange between
students, leading to a stronger community and a deeper understanding of the subject
matter. Through the use of forums, blogs, and dedicated assessment tools, students
can share their feedback quickly and efficiently. These tools also make it possible
to monitor the assessment process and ensure that all students actively participate
and benefit from peer assessment. We provide more insights into peer assessment
in Chapter 6. Peer assessment is working particularly well when it is combined with
team work. We discuss these aspects in Chapter 6.2.

Interactivity is a key element ofmodern online assessments, and, particularly in the
context of online assessment centers during the application process of universities
or companies, AI-powered platforms such as Kira Talent and Sonru are examples
for this trend [2, 31, 34]. These platforms use an AI system to present questions and
record student responses, which are then analyzed by the AI. This method ensures
consistent question delivery and can provide an initial assessment of responses based
on criteria such as language clarity and coherence. While AI-based assessments offer
scalability and efficiency, they require careful question design and the integration
of advanced analytics tools. In addition, students need training to navigate these
platforms effectively.

Virtual reality (VR) assessments represent an innovative frontier in online educa-
tion [54]. VR environments allow students and instructors to interact in simulated
environments that mimic real-world scenarios. For example, medical students can
practice procedures in a virtual lab, or architecture students can explore virtual
buildings. VR assessments provide an immersive experience that can increase en-
gagement and realism. However, implementing VR assessments requires access to
specialized hardware and software, which can be cost prohibitive. In addition, the
development of realistic and functional VR scenarios requires significant expertise
and resources [26].

In summary, online assessment in higher education encompasses a variety of for-
mats, each with its own advantages and challenges. From quizzes and written as-
signments to discussion forums, presentations, peer reviews, AI-powered platforms
and VR environments, these tools offer flexibility, scalability and opportunities for
interactive and immersive learning experiences. Successful implementation of on-
line assessments requires careful planning, clear guidelines and ongoing support
for both students and educators to ensure they are fair, effective and conducive
to learning. As technology continues to evolve, so too will the methods and prac-
tices of online assessment, promising ever more innovative ways to measure and
improve student learning outcomes. Building on previously established concepts
and integrating them with new technological opportunities such as AI, we develop
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an innovative catalogue of assessment opportunities serving a vast range of differ-
ent applications. In the following we shortly describe and explore the assessment
categories and solutions.

3.2. Online Written Exams

Written examinations are an essential part of academic assessment at German UDS.
With the advent of digital technologies and the increasing shift of educational pro-
cesses to the Internet, there are numerous opportunities to conduct written exami-
nations online. These methods not only improve flexibility and accessibility, but also
allow for innovative approaches to student assessment. A widely used form of on-
line written assessment, as briefly mentioned above, is quizzes and tests. These tests
include different question types such as multiple choice, true/false, short answer
and essay. The automated scoring of these tests allows for immediate feedback to
students, which supports the learning process and ensures efficiency in large classes.
To ensure the integrity of the exams, secure browsers and online proctoring services
must be used to minimize the risk of cheating [3, 22]. Written assignments and es-
says are another important method of online assessment. This form of assessment
allows students to present their knowledge in a detailed and structured way. It en-
courages critical thinking and the ability to analyze in depth. The flexibility of online
submission allows students to submit their work at their own pace and within set
deadlines. Learning platforms can support this process by not only facilitating the
submission and management of work, but also by providing plagiarism detection
tools to ensure the originality of submitted work. Clear assessment guidelines and
rubrics contribute to the transparency and fairness of assessment [2, 25]. Project
work and portfolios offer students the opportunity to work on a topic over an ex-
tended period of time and to document their progress. This form of assessment
encourages the practical application of theoretical knowledge and allows for creative
approaches to solutions. Continuous assessment through regular rounds of feedback
helps students to improve their projects. The final presentation of project results can
take place either live in virtual conferences or as a recorded video.

Discussion forums and reflection reports are also important elements of the on-
line assessment process. They allow students to express their thoughts on specific
topics in writing and to actively participate in academic discussions. This form of
assessment encourages critical thinking and the exchange of ideas. Asynchronous
participation offers flexibility, while regular moderation by lecturers ensures the
quality of the discussions [44, 98]. Innovative approaches such as automated essay
grading and virtual reality (VR) offer new possibilities for online written exams.
AI-powered tools such as Gradescope and Turnitin can analyze and grade essays by
checking aspects such as structure, grammar and content. This allows for faster and
more objective assessment of large volumes of written work. At the same time, the
combination of automated assessment with manual checking by teachers can ensure
the quality of assessment. Virtual reality (VR) also opens up new perspectives for
written examinations. VR environments allow students to solve practical tasks in sim-
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ulated scenarios and apply their skills in a realistic way. This immersive experience
promotes student engagement and motivation. However, implementing VR exams
requires access to appropriate hardware and software, as well as the development
of realistic and functional exam scenarios [26, 46, 54].

Combining traditional methods such as quizzes and essays with innovative ap-
proaches such as AI-assisted assessment and VR exams creates a versatile and com-
prehensive assessment environment at German UDS. Through careful planning,
clear guidelines and continuous support, these digital examination formats are suc-
cessfully implemented anddeveloped. They help tomeet the ever-changing demands
of higher education and ensure the quality of academic assessment at German UDS.

3.3. Online Oral Exams

Oral examinations provide a direct opportunity to assess students’ knowledge and
communication skills. Particularly during the Covid-19 pandemic, several innovative
methods for conducting oral examinations in an online context have been established.
These methods improve not only the flexibility and accessibility, but also the effi-
ciency and quality of the examinations. One of the most common forms of online
oral examinations is live video conferencing. Using complementary platforms, such
as Zoom or Microsoft Teams, enables students and lecturers to interact in real time.
The advantage of this method is that examiners can react immediately to students’
answers and provide direct feedback. In addition, students’ non-verbal communica-
tion skills, such as facial expressions and gestures, can be assessed. Implementation
requires careful organization and planning of exam dates, as well as technical prepa-
ration such as ensuring a stable internet connection and working cameras and mi-
crophones. Training the examiners in the use of the videoconferencing software will
also help to ensure a smooth implementation. Another option is to use pre-recorded
video contributions. With this method, students prepare their answers to predefined
questions and record them as videos. The videos are uploaded to a learning plat-
formwithin a specified time. This form of assessment gives students the flexibility to
present their answers at their own pace andwithout the pressure of a live exam. They
can replay their recordings several times to ensure the best possible quality. Clear
guidelines on video quality and length, as well as secure platforms for submitting
and storing videos, are essential for the successful implementation of this method.

Interactive exams via AI-based platforms (such as Kira Talent or Sonru) are an
innovative way of conducting oral exams. In these exams, students answer ques-
tions presented by an AI system. The answers are recorded and analyzed by the
AI. This method has the advantage of consistent questions and automatic timing,
which contributes to fair and efficient assessment. Implementation requires careful
development and programming of questions, as well as the integration of advanced
AI analysis tools. It also requires the training of students in the use of the platform
to ensure that they are comfortable with the system [34, 42]. Virtual reality (VR)
examinations are a particularly innovative form of oral examination that will be used
in the future. This allows students and examiners to interact in a virtual environment
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that simulates a traditional examination situation. This immersive experience encour-
ages student engagement and enables realistic assessment. The implementation of
VR exams requires access to specialized VR hardware and software, as well as the
development of realistic and functional VR scenarios. Extensive training of examin-
ers and students in the use of VR technology is essential to ensure effective use [8,
63]. In addition to these main methods, synchronous chat-based examinations offer
another way of delivering oral examinations in an online context. Here, students and
examiners interact in real time via text-based messaging on platforms such as Slack
orMicrosoft Teams. This method allows for direct communication and is particularly
suitable for assessing written communication skills. The integration of audio and
video elements can further enrich the assessment process. Setting up dedicated chat
rooms, clear instructions and time frames, and technical support are necessary for
the successful implementation of these assessments [47, 52]. Each method offers
unique advantages and helps to tailor oral examinations to the needs of the students
and the requirements of the subject area. Through careful planning, clear guidelines
and ongoing support, these digital examination formats are implemented and de-
veloped at the German UDS. This ensures that oral examinations are not only fair
and effective, but also meet the high standards of higher education and ensure the
quality of academic assessment.

3.4. Online Homework Assignments

Homework assignments are a central element of the learning process and perfor-
mance assessment. In the digital age, there are numerous opportunities to carry
out these assignments online, which both increases flexibility and accessibility for
students and supports innovative teaching methods. One of the basic forms of home-
work assignments are written assignments and essays. These assignments allow
students to demonstrate their knowledge and understanding of specific topics in
detail and develop their analytical skills. Learning platforms provide the technical
infrastructure to manage these assignments effectively. Students can submit their
work electronically, simplifying the process of submitting and returning assignments.
The flexibility of online submission allows students to submit their work at their own
pace and within set deadlines. Teachers have the opportunity to add comments di-
rectly to the digital documents and provide comprehensive feedback,which supports
the students’ learning process [4, 6, 28]. In addition to written assignments, project-
based tasks are also a common form of homework assignments. These assignments
require students to work on a topic over an extended period of time and present
their findings in the form of reports, presentations or portfolios. These project-based
assignments encourage the application of theoretical knowledge in practical contexts
and develop skills such as project management and teamwork. Learning platforms
provide suitable tools for creating and managing these projects. The ability to work
collaboratively allows students to work in groups and innovate projects together, en-
couraging collaboration and the exchange of ideas [14, 100]. Innovative approaches
to homework assignments include the use of multimedia elements. Students may
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be asked to create videos, podcasts or interactive presentations to fulfil their assign-
ments. This form of assignment encourages creativity and the use of digital tools,
which are relevant in many professional contexts. Additionally, platforms such as
Adobe Spark and Canva are used to enable students to create professional looking
content that clearly demonstrates their ideas and insights. These assignment formats
help to expand students’ digital skills and strengthen their ability to communicate
effectively in different media [1, 53]. Another innovative approach is gamified tasks,
where game-like elements are integrated into the tasks. Gamification can increase
student engagement and motivation by allowing students to earn points, level up or
receive awards while completing tasks. This method can be used in particular where
complex concepts need to be taught in a fun way [5, 38]. To ensure the originality
and integrity of submitted work, the use of plagiarism detection software is of great
importance. These tools help to ensure that students’ work is their own and adheres
to academic standards. In addition, automated assessment tools can be used to facili-
tate the work of teachers and provide quick feedback to students. These technologies
analyze the submitted work for structure, grammar and content and provide an
initial assessment that can be supplemented by the teacher. From traditional written
assignments to project-based assignments to multimedia and gamified assignments,
Homework Assignment offers a variety of ways to promote learning and compre-
hensively assess students’ skills. By implementing these approaches, teachers can
provide students at German UDS with a rich and varied learning environment that
meets the demands of modern education and prepares students for their future
professional challenges.

3.5. Online Presentation Assignments

Online presentation assignments offer students the opportunity to develop their
communication skills, present complex topics and hone their argumentation skills.
In the digital age, there are many innovative approaches and platforms for deliv-
ering these presentations effectively online. One of the most basic forms of online
presentation assignments is the live presentation using video conferencing tools such
as Zoom or Microsoft Teams (see 3.3). These platforms allow students to deliver
their presentations in real time to a virtual audience, with interactivity and instant
feedback being key benefits. Live Q&A sessions allow students to demonstrate their
ability to answer questions spontaneously and discuss complex topics. Technical
preparation and training are essential to ensure presentations run smoothly and
technical difficulties are minimized [2, 28].

Pre-recorded presentations are an alternative. Students can record their presenta-
tions and then upload them to platforms such as Moodle, Blackboard or YouTube.
The advantage of this method is that students can replay their recordings several
times and submit the best version, thus improving the quality of the presentations.
In addition, recorded presentations can be viewed and assessed by teachers and
peers at any time, allowing for flexible time management, which is particularly im-
portant in settings with students internationally distributed over several time zones.
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Clear guidelines on video quality and length, as well as instructions on how to cre-
ate professional videos, are essential for successful implementation. An innovative
approach to online presentation assignments is the use of interactive presentation
tools such as Prezi, Adobe Spark or Canva. These platforms allow students to cre-
ate dynamic and visually appealing presentations that engage audiences and en-
hance the comprehension of complex content. Interactive elements such as zoom
effects, embedded video and animation can enhance presentations and encourage
audience engagement. Teachers can use these tools to show students how to create
professional-looking presentations and incorporate interactive content [2].

Virtual reality (VR) is another innovative option for online presentation assign-
ments. With VR platform, students can deliver their presentations in a virtual en-
vironment that provides an immersive and interactive experience. This technology
allows presenters to navigate through virtual spaces, show 3D models and interact
with the audience in a whole new way. However, implementing VR presentations re-
quires access to the appropriate hardware and software, as well as extensive training
for students and teachers in the use of the technology [54].

Another modern approach is to create asynchronous presentations in the form
of digital portfolios or blogs. Platforms such as WordPress or Mahara allow stu-
dents to publish their presentations as a series of posts or pages containing text,
images, videos and other multimedia elements. This method encourages continuous
work on a topic and allows for in-depth exploration. Students can regularly update
and expand their presentations, providing a dynamic and long-term record of their
learning progress [34].

Online Presentation Assignments offer multiple benefits to students. They not only
promote the development of important skills such as critical thinking, research and
oral communication, but also technical competence in the use of digital tools. They
also allow for flexible scheduling and the participation of students from different
geographical regions, which is particularly beneficial in an international study envi-
ronment. The implementation of these tasks requires careful planning and support
from teachers. This includes the provision of clear instructions, technical tools and
resources, as well as training in the use of different presentation tools. In addition,
teachers should provide regular feedback and opportunities for students to reflect
on and improve their presentation skills.

Overall, online presentation assignments offer a modern and flexible way to com-
prehensively assess and develop students’ skills. By integrating new technologies
and innovative methods, these assignment formats can be continuously developed
and adapted to the changing needs of higher education. This ensures a high quality
and contemporary education that prepares students for their future professional
challenges.

3.6. Online Discussion Assignments

Online discussion assignments promote interaction between students and lecturers,
enable the exchange of ideas and deepen the understanding of complex topics. In the
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digital context, there are numerous innovative approaches to making online discus-
sions effective and engaging. One central method for carrying out online discussion
assignments is the use of discussion forums on learning platforms. In these forums,
students can write posts on predefined topics and respond to the posts of their fellow
students. This asynchronous form of discussion allows students to formulate and
consider their thoughts thoroughly before publishing them. At the same time, it
offers the flexibility to participate at different times, which is particularly beneficial
for students with different schedules or in different time zones. Clear instructions
and guidelines for participation as well as regular moderation by teachers can ensure
the quality of discussions. This includes the provision of grading rubrics to ensure
transparency and fairness in assessment [44, 100]. Another approach to online dis-
cussion assignments are synchronized discussions via video conferencing tools such
as Zoom or Microsoft Teams. These real-time discussions offer the benefit of im-
mediate interaction and feedback. Students can improve their oral communication
skills and learn to respond spontaneously to questions and comments. However,
conducting synchronous discussions requires careful planning and scheduling to
ensure that all participants are available. Technical preparation is also crucial to en-
sure that all students have access to the necessary equipment and a stable internet
connection. The innovative German UDS platform offers a hybrid form of online
discussion that integrates elements of both synchronous and asynchronous commu-
nication. Students are able to ask questions and receive answers from both lecturers
and fellow students. The platformpromotes collaboration and the exchange of knowl-
edge and creates a supportive learning environment. The ability to mark and rate
posts helps to monitor the quality of discussions and ensure that relevant and use-
ful information is highlighted. A particularly innovative approach is discussions in
virtual worlds. These immersive environments provide a unique opportunity for
students to interact in a simulated world that replicates real-life scenarios. Virtual
worlds encourage student engagement and creativity as they can use their avatars
to participate in discussions and explore complex topics in an interactive format.
Implementing such discussions requires access to VR hardware and software as well
as training to ensure that all participants are familiar with the technology [63]. An-
other modern approach to online discussion assignments are discursive blogs and
wikis. Students can publish their thoughts and analyses in the form of blog entries
or wiki pages, which can be commented on and further developed by their fellow
students. This form of discussion encourages continuous engagement with a topic
and collaboration in the creation of content. Regular feedback and clear instructions
on the structure and content of the contributions are crucial to ensure the quality
of the discussions [98]. Online Discussion Assignments offer multiple benefits for
German UDS students. They not only promote critical thinking and the ability to
analyze and discuss complex ideas, but also the development of written and oral
communication skills. The flexibility that these assignments provide allows students
to actively participate in the learning process regardless of their location or schedule.
In addition, they create a supportive community in which students can learn from
each other and build knowledge together. The successful implementation of online
discussion assignments requires careful planning and support from teachers. This
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includes the provision of clear instructions and guidelines, regularmoderation of dis-
cussions and the use of appropriate platforms and tools. Innovative approaches such
as virtual worlds and hybrid discussion platforms can further increase engagement
and interactivity and provide students with a rich and diverse learning experience.
Overall, Online Discussion Assignments at German UDS help to create a dynamic
and interactive learning environment that prepares students for their future profes-
sional challenges. By integrating new technologies and innovative methods, these
assignment formats can be continuously developed and adapted to the changing
demands of higher education to ensure a high-quality and contemporary education.

3.7. Online Simulation Assignments

Online Simulation Assignments are an innovative and effective way for GermanUDS
students to deepen their theoretical knowledge and test their skills in a controlled,
realistic environment. These assignment formats allow students to work through
complex scenarios that provide them with valuable insight and practical experience
without involving physical resources or real-world risks. One of the most basic forms
of online simulation assignments is the use of web-based simulation tools. These
platforms allow students to experience and control simulation-based scenarios in real
time. Examples include simulation environments that simulate realistic challenges.
For example, students can manage businesses, plan projects or conduct scientific
experiments. These simulations develop students’ critical thinking and problem-
solving skills by requiring them to make decisions and analyze their impact. The
advantage of web-based simulations is that they are accessible and can be integrated
into the regular online curriculum. Implementation requires careful selection of
simulation software that both supports the learning objectives and is user-friendly.

Another approach are gamified simulations. These simulations integrate game-
like elements to increase student engagement and motivation. In gamified scenarios,
students can complete tasks in the form of games in which they earn points, level up
and receive rewards. This method is particularly suitable for complex or dry topics,
as it makes the learning process more entertaining and interactive. The challenge in
implementing gamified simulations is to find a balance between fun and educational
value to ensure that the learning objectives are not lost [38, 42].

Virtual Reality (VR) andAugmented Reality (AR) offer particularly immersive op-
portunities for online simulations. Students can be fully immersed in virtual worlds
and experience interactive, three-dimensional scenarios. The implementation of VR
and AR simulations requires investment in the appropriate hardware and software,
as well as extensive training of students and faculty in the use of the technology. The
advantage of this method is the immersive learning experience and the opportunity
to make mistakes in a safe environment and learn from them [46].

An innovative approach to online simulation assignments is simulation-based busi-
ness games, where students work in groups to make complex, strategic decisions.
These simulation games can present economic, political or social scenarios and en-
courage teamwork and the development of leadership skills. By interactingwith their
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peers in a simulation-based environment, students learn to communicate effectively,
resolve conflicts and think strategically. Implementation requires detailed planning
and facilitation by teachers to ensure that scenarios are realistic and learning objec-
tives are met [13, 62]. AI is also playing an increasing role in the design of online
simulation assignments. AI-driven simulations can create dynamic and personal-
ized learning environments that adapt to students’ individual needs and progress.
This technology makes it possible to analyze complex data and develop realistic
scenarios that respond to students’ learning progress. However, the implementa-
tion of AI requires careful programming and continuous adaptation of algorithms
to ensure that simulations are pedagogically valuable and technically sound [33].
Overall, online simulation tasks provide a versatile and effective method for promot-
ing hands-on learning. They allow students to apply theoretical knowledge, make
decisions and experience their effects in a controlled environment. The integration
of new technologies and innovative approaches enhances the quality of the learning
experience and prepares students for the challenges of their future careers. Through
careful planning, selection of appropriate platforms and ongoing support from fac-
ulty, these simulations can be successfully implemented and developed to meet the
high standards of higher education.

3.8. Summary

One of the main reasons why the innovative use of online assessments is so signif-
icant is the flexibility and accessibility that these methods provide. Students can
access the exams from anywhere and at any time, which is invaluable, especially in
a globalized world and for online students. This flexibility allows online universities
to serve a wider range of students, including working professionals and other target
groups that traditional educational institutions may not be able to reach. In addition,
the use of technologies such as artificial intelligence, virtual reality and gamified
learning environments encourages student engagement and motivation. These inno-
vative methods render the learning process more effective, more exciting, and more
interactive, which is essential for a modern and future-orientated institution that
meets the needs of current and future generations [89].

The innovative use of online assessments enables students’ learning progress to
be analyzed and evaluated in detail. By collecting and evaluating data, teachers can
optimize the educational process in a targeted manner and respond to students’ in-
dividual needs. This data-driven personalization of learning leads to better learning
outcomes and higher student satisfaction, which further strengthens a university’s
reputation.
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Finally, depending on the type of the online course, the assessment tools have to
allow scalability. This is particularly important as the maximum number of users
that can be assessedwithout some sort of technical support by a single teacher is very
low. Once that the technical support is available, however, in most cases scalability
is endless and only limited by technical resources, which generally can be scaled
much faster and cheaper than human resources. A very simple example is a multiple
choice quiz. If a teacher has to grade the results manually, although this will be done
much faster than grading any other form of assessment, the amount of students the
teacher can grade is limited. Teaching assistants could be added, but they are not
always that easy to recruit and also are comparatively expensive. If the multiple
choice quiz is offered as an online exam, the grading can be easily automated. Once
that is done, it no more matters if the work of a hundred, a thousand, or hundred
thousands of learners has to be graded. At max, the available machinery needs a
little boost, which in times of cloud computing, virtual machines and containers can
be done more or less on the fly.

Next to automation, outsourcing the grading to the learners is a possible alternative.
In the following we briefly outline several variants of automating or outsourcing
assessments.

4.1. Automating Assessment

Automation of assessment is the most basic requirement to enable scaling of course
landscapes and learner engagement. It describes finding tools and solutions to allow
a learner’s input to be graded by a computer without requiring the interaction from
a human reviewer. On the one hand this allows theoretically infinite amounts of stu-
dents to be graded, on the other hand, it usually provides a student with immediate
feedback on their submission.

Multiple Choice, Multiple Answer Quizzes (MCQ) The easiest and, therefore,
most common automated assessment form are multiple-choice or multiple-answer
exams. Basically, a question is shown together with a set of answers and the students
have to select the correct ones. The difference between multiple choice and multiple
answer is that in one case only one correct answer is possible, in the other case
multiple correct answers are possible. As this difference is marginal for the given
context, both will be referred to as MCQs.

These exams are highly scalable and come as an integrated feature with most
Learning Management Systems (LMS). Depending on the tools that are integrated
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to the LMS, these questions can be parameterized to complicate cheating or added
to question banks to ease re-use. To all those who have been students themselves or
have dealt with students as teachers, it probably does not need to be mentioned that
students also know that teachers like to re-use questions to reduce their workload
and therefore spare no effort to get hold of last years questions.

The downside of MCQs is that they only cover a subset, the lower four levels [27],
of Bloom and Anderson/Krathwohl’s learning taxonomy. Furthermore, creating de-
manding MCQs that do not only test if students can reproduce the knowledge pro-
vided by the lectures (levels 1 and 2) but also test if they can apply their knowledge
or analyze given data (levels 3 and 4) is challenging.

Drag & Drop, Connect the Dots, etc. There are a few formats that extend MCQs
by providing a more pleasant and interactive user interface for more complex MCQs.
Best known are fill in the gaps, drag& drop, connect the dots, drag the words,mark the words,
etc. as provided e.g. by the H5P library1. Many LMS also provide such exercises as
built in features to some extent. Using these exercises can certainly help to enhance
the learning content with some interactivity, however, many of these libraries are
JavaScript-based, which might allow creative learners to find the solution in the
website’s source code.

Coding Exercises Particularly on the beginner’s level, coding exercises can be
highly formalized and, therefore, allow a comparatively simple automation of the
grading. Auto-graders for programming exercises generally can apply two differ-
ent approaches dynamic and static evaluation (or a combination of both.) Dynamic
evaluation compares the output of the students’ code to the output that is expected
by the teachers. Mostly so-called unit tests are employed to achieve this goal. The
advantage of this approach is that it ensures that the students’ code actually works
as expected and provides proper results. The disadvantages are that writing the tests
for these exercises is not really trivial and many aspects, such as particular word-
ing, or uppercase/lowercase issues have to be taken into account. Furthermore, the
code has to be executed to run these tests. This can be done either on the university’s
server or in some cases on the students’ client computer. If the code is executed on the
server, this comes with scalability and security issues, if it is executed on the client,
the students are able to manipulate the results. Finally, dynamic evaluation generally
just checks the final result or output of the code and not its quality, e.g. if a certain
approach was used to achieve this output. To test for such properties is possible but
requires a lot of expertise and effort. Static evaluation addresses some of these issues
and several tools to inspect the quality and style of the code exist, however, many
auto-graders mostly rely on dynamic evaluation and sometimes use static evaluation
as an add-on. The main disadvantages of static code evaluation are that it requires

1https://h5p.org/content-types-and-applications
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separate tools for each programming language2 and does not necessarily guarantee
that the code will run and produce the correct/expected results. A big advantage
of static code analysis is that the code does not have to be executed and, therefore,
comes with less scalability and security issues. Several auto-graders for coding ex-
ercises exist. CodeOcean, e.g., is such a tool that has been developed at the Hasso
Plattner Institute. CodeOcean is completely browser based and the code and the
according tests are executed on a server. This comes with several challenges for the
security of the environment and the scalability but on the other hand also provides
a simple point of entry for the learners, who can learn coding right away without
having to install complex software first. Some of the authors of the report at hand,
belonged to the research group at the Hasso Plattner Institute that has been devel-
oping such tools and examined their use in the context of MOOCs on the openHPI3
and openSAP4 platforms. Staubitz et al., experimented with existing web-based cod-
ing tools such as JS Fiddle [80] before developing their own solution focusing on
coding novices and allowing basically coding exercises in any programming lan-
guage [72, 73]. They examined the use of this tools in different contexts, such as a
Python course targeting school kids [45] or a course on test-driven development
in Java [84]. Serth examined how professional tools and approaches, such as pair
programming, can be integrated into the programming education at schools [66].
Teusner et al., examined the learners’ retention rate in programming MOOCs [93]
and aspects of finding the optimal programming exercises [93]. Here they addressed
questions, such as the amount of time to be spent on the programming tasks, the
optimal difficulty level, the amount of guidance to be offered and the amount of
necessary repetition to strengthen the retention. To do so they analyzed the data of
over 3 million executions and scoring runs of participants’ task submissions in the
CodeOcean coding environment [93]. In the following, they also examined the im-
pact of the descriptions of programming exercises [91] and the effects of automated
interventions during the participants’ attempts to solve these exercises [92]. Further-
more, Serth et al., examined the effects of contextual tips on the participants’ success
in these exercises [69]. Next to these educational aspects, Serth et al. also examined
more technical questions, such as the improvement of security aspects of execution
environments for auto-graders [67]. Other auto-graders are e.g., Praktomat by the
KIT5, Jack by Uni Duisburg-Essen, or more recently also JupyterHub. Elhayany et al.,
have examined the options to integrate JupyterHub into MOOC environments [16]
and also ran some experiments with such an implementation at scale [15]. Most
of the listed auto-graders are open source projects and their code is available on
GitHub. Operating such systems securely, however requires a certain degree of pro-
fessional skills. Staubitz et al., established CodeHarbor, a tool that allows to exchange

2SonarQube is a cloud-based approach to combine such tools for different programming languages.
It is mostly used in professional code development and not specifically targeted towards grading.
https://www.sonarsource.com/products/sonarqube/

3https://open.hpi.de
4https://open.sap.com
5Karlsruhe Institut of Technology
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auto-gradable programming exercises between different auto-graders and to collab-
oratively develop such exercises [83]. An quick introduction on the possibilities and
features of CodeOcean and CodeHarbor can be found in [68].

Math Exercises Similar to coding exercises, there are several approaches to auto-
matically grade math exercises. One of them is the MatLab Grader6, a commercial
tool byMathWorks. Song et al., have established a systematic approach to design and
automatically assess MatLab problems and evaluated their approach in a MOOC
on communication systems. Their evaluation of the students’ learning performance
showed that the approach was quite effective [70]. The browser-based version of
Matlab supports the LTI interface and can, therefore, easily be integrated with most
LMSs. Octave is an open source alternative to MatLab. It also provides a simple web
application but does not seem to support the LTI interface. To integrate such tools
with an LMS is still possible, but requires more effort and expertise.

AI-based Assessment So far, the automated assessment of complex or even cre-
ative tasks is not yet fully and satisfyingly possible. The current state of the discussion
rather addresses the opposite direction: Should the students be allowed to use AI
tools to solve the assignments and to which extent? Perkins, et al., [56] have cre-
ated an AI assessment scale that deals with exactly this question. The scale starts
on the “No AI” level, which generally forbids the use of AI tools for any purpose
and extends to the “Full AI” level, which allows the use of AI tools to support the
generation or even completely generate the output for the assignment. With the in-
creasing quality of generative AI, however, there are more and more approaches to
use tools, such as ChatGPT to take over parts of the assessment, e.g. to generate as-
sessment rubrics, or to independently assess the work of the student. Cleveland [10]
reports about an experiment using ChatGPT to grade the work of 3rd graders. In-
terestingly, even ChatGPT, when asked to grade an essay warned her that it only
“can provide feedback on the writing assignment based on certain criteria”, but that
“grading assignments typically involves subjective evaluation and requires human
judgment” [10]. Even for plain text-based assignments, such as essays, AI grading
so far can best be used as a supporting tool, although the results already seem to be
quite encouraging. When it comes to assignments such as creating presentations or
videos, painting or sculpturing, or playing or composing music, the challenges are
even higher. Nevertheless, we recommend to closely follow the developments in this
area as things are developing very quickly.

Learning Tools Interoperability (LTI) Interface Most of the listed tools can be
connected to a wide variety of LMS via the LTI Interface. LTI is a standard that
is supported by basically all relevant LMS and a wide variety of tools (not only
auto-graders), which allows to flexibly combine the tools with many different LMS.

6https://de.mathworks.com/products/matlab-grader.html
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4.2. Outsourcing Assessment

The alternative to automating the assessment in terms of scalability is outsourcing
the assessment.

Peer Assessment The most appropriate form for the scalable outsourcing of assess-
ment is the so-called peer assessment. Peer assessment solves the scalability issue
by outsourcing the assessment from the instructors to the participants instead of
automating this task. Additionally, it inherently pushes all exercises to the Evaluating
level of Bloom’s taxonomy, as the participants have to assess (or evaluate) the work
of their peers. Albeit, it possibly can be used for exercises and tasks on all levels
of Bloom’s taxonomy. It is recommended, however, to focus on the top three levels,
as it comes with a certain overhead. Basically, the learners are grading each other.
The more learners there are, the more graders are available. It works particularly
well for team assignments as individuals can assess the work of other teams, so the
number of reviews that have to be written by each learner is low while the number
of reviews that are received by a team is high. The higher the number of received
reviews, the more accurate is the overall result as outliers can be eliminated. Peer
assessment requires a certain level of maturity of the learners and, therefore, works
particularly well in the life-long learning context. However, peer assessment has
also been employed successfully in the school context and with regular university
students. We will dive into this topic more detailed in Chapter 6.

Assessment by External Experts Next to the “internal” outsourcing via peer as-
sessment, the grading can also be outsourced to “external”, paid experts via market-
places such as e.g. Amazon Mechanical Turk7. However, this approach requires a
large amount of quality assessment to make sure that the assessors have a sufficient
qualification. While peer assessment adds an extra quality to the given exercise for
the learners as they can experience the work of other learners and the learning ex-
perience is lifted to one of the higher levels in Bloom’s taxonomy, outsourcing the
grading to paid experts does not add any inherent quality to the task. Therefore,
peer assessment will still be a valid approach when AI-based evaluation for complex
and creative tasks has reached a certain level of maturity. Paid outsourcing of the
grading, however, will become obsolete.

7https://www.mturk.com/
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The detection and prevention of cheating has to be addressed on several levels. First,
processes have to be established to detect cheating. These processes have to be com-
municated to the students, so that they are aware that cheating is a concern anwill be
prosecuted. On this level, as in classroom exams, online exams have to be proctored.
We address this aspect in detail in Chapter 5.1. Open end text assignments, addition-
ally, have to be checked for plagiarism, improper usage of generative AI, and texts
that have been authored by professional agencies. We address these aspects in detail
in Chapter 5.2.1. Additionally to the implementation of cheating detection processes,
on this level the importance of integrity for the learning process has to be communi-
cated to the students constantly. This will increase their self-esteem and help them to
actually learning instead of just passing exams. The institution’s academic integrity
policy should be pointed out and available to the students so that they understand
what is expected. A simple consent in form of a checkbox or a short reminder of the
most important points that has to be read or checked before an exam already can be
an incentive not to cheat.

On the second level, exams and assignments have to be designed in a way that
makes it inherently hard to cheat. Simple measures can be, e.g. not to reuse questions
and tasks from previous exams. This, however, significantly increases the workload
for the teaching teams and prevents putting effort in the continuous improvement
of existing assignments. Furthermore, the questions and assignments should be
designed in a way that they address understanding and application of knowledge or
encourage critical thinking, creativity, and originality rather than asking for a pure
replication of the knowledge. Finally, parameterizing questions, randomly ordering
the answers for each attempt, or using question pools to provide the students with
different but comparable questions will also make it harder for the students to cheat.

On the third level, it is important to eliminate or at least reduce the reasons for
cheating, such as the pressure to be successful and fear of failure. Proper preparation
of the students, exams that match the the courses’ contents, and establishing a level
of understanding among the students inwhich detail certain topics will be addressed
in the exam are helpful in that concern. Other factors are the individual weight of
each exam and the time pressure the students face during the exam.

5.1. Online Proctoring

Several assessment methodologies necessitate a certain degree of surveillance. The
conventional on-campus method entails assembling all students within a sizable
lecture hall or equivalent space, wherein multiple teaching assistants monitor the
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premises for any illicit behaviors among the examinees. For particularly large exams,
an additional verification of identification may be mandated, while for smaller class
settings, it is sufficient for the instructor to be familiar with their students.

Online proctoring is an advanced form of examination supervision. Exam candi-
dates take their exam online and are monitored by special proctoring software. This
software, or the person that operates the software, detects undesirable behavior and
thus ensures the integrity of the examination process. Proctoring functions include
verifying the identity of candidates, recognising unauthorized aids, identifying other
people in the candidate’s environment, and restricting the use of certain browser
functionalities. The proctoring solutions are either directly integratedwith the exams
in existing learning management systems or the the exams are integrated with the
proctoring software, or exam and proctoring software are opened in parallel tabs or
browser windows. Generally, participants only need a computer or other technical
device on which they can take the exam, as well as a camera and microphone to
enable monitoring by the proctoring software. Some proctoring solutions require
the installation of special browser plugins or standalone software to enable proctor-
ing during the exam. Very few solutions furthermore require particular additional
hardware, such as a 360°camera. Depending on the solution, the user is recorded
via a webcam, the user’s screen is recorded, and an additional camera stream, e.g.
from a mobile phone is recorded.

These solutions enable institutions to allow participants to take their exams from
home, which promotes flexibility and convenience and is essential for dedicated
online forms of learning, such as the German UDS. The security and integrity of
the exam is guaranteed by the efficient monitoring and control provided by the
proctoring software to an extent that is at least comparable if not even better than
the traditional in-person classroom proctoring.

5.1.1. Types of Online Proctoring

Modern proctoring solutions all come with some level of automation and AI sup-
port for the proctors. A wide variety of solutions and providers is offering their
services world wide. Particularly, in the European context an important aspect is the
provider’s GDPR (General Data Protection Regulation) compatibility. A distinction
is usually made between the following three types of proctoring: live proctoring,
record-and-review proctoring and fully automated proctoring.

Live Proctoring Participants are monitored in real time by a human examiner,
known as a proctor, during their exam. The proctors are often supported by AI
technologies that can point out potential rule violations. This method enables a
proctor to monitor several participants at the same time. The examinees usually have
to activate their camera and microphone so that the proctor can observe all relevant
activities. In some cases, the screen is also shared. The proctor usually only intervenes
in the event of misbehavior and allows participants to receive immediate feedback
on the validity of their exam attempt. This form offers the opportunity to recognise
and correct minor infringements at an early stage. In addition, technical problems
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can be clarified directly. However, this option can be more costly, as participants
need to be monitored throughout the duration of the exam. It also often requires
prior appointment to ensure that sufficient proctors are available. Some providers
also offer the option to bring-your-own-proctors (BYOP). In this case the proctoring
provider only delivers the proctoring software, while the course provider directly
employs and provides the proctors.

Record-and-Review Proctoring In this version, the proctoring software records
the participants’ activities during the exam. At the end of the exam, a proctor reviews
the records and decides on the validity of the exam attempt. Here too, the software
can support the proctors by usingAImethods. Advantages of this variant are that the
examinees can take the exams whenever they want and there is no need to schedule
a time slot. It is also often more cost-efficient. However, occurring issues cannot be
solved during the exam and furthermore participants must accept that feedback on
the validity of their exam can take several hours or even days.

Fully Automated Proctoring Automated proctoring works completely without hu-
man supervision. In this approach, AI-based technologies take over the monitoring
and independently detect undesirable behavior, which can lead to the invalidation
of the test. As no human examiners are directly involved in the process, this vari-
ant often proves to be the most cost-effective. Exams can also be taken at any time
and participants receive immediate feedback. However, this method tends to be less
accurate than other methods that combine human examiners and AI methods. It is
also more difficult to clarify any problems that arise. Therefore, sometimes hybrid
proctoring is offered. Exams are automatically monitored and recorded. In the event
of a suspected breach of rules, a human proctor is informed and looks specifically at
the relevant part of the recording. This approach potentially offers greater security,
as behavior is less likely to be falsely identified as misconduct. Hybrid proctoring
thus combines the efficiency of automated monitoring with the precision of hu-
man judgement. Generally, hybrid proctoring combines automated proctoring with
record-and-review proctoring. A combination of automated and live proctoring can
be used to reduce costs as proctors can monitor more examinees at the same time.

5.1.2. Further Functionalities

The functionalities offered by the proctoring solutions include participant verifica-
tion, where examinees hold an official document such as their ID card in front of
the camera to match their name and picture. During the exam, the camera and mi-
crophone are usually monitored in order to recognize attempts at cheating. This
includes the presence of other people in the room, substitution of the examinee and
the use of unauthorized aids. Furthermore, many providers enable room checks in
which the room and workstation are shown at the start of the exam or an additional
camera is added, for example via a smartphone. Some providers also offer the option
of monitoring participants’ laptops via screen sharing. In addition, the option of a
secure browser is often offered, which restricts participants’ access to the Internet

41



5. Cheating Detection and Prevention

to the exam only, blocking other sources of information. This is often achieved by
displaying the exam window in full-screen mode and preventing the learners from
exiting full-screen or opening additional windows or tabs. Some proctoring solutions
also prevent copying and pasting of text and similar actions.

5.1.3. Proctoring Providers

An initial market desk research delivered a total of 57 proctoring providers. The
information about these providers is summarized in the table below. The listed data
reflects the information available on the respective websites and comparison portals.
It has to be noted thatmissing information does not necessarilymean that a particular
feature is not offered by the provider, but merely indicates that no corresponding
information was found. This selection does not claim to be complete but it lists the
most popular offers at the time frame end of 2023 to beginning of 2024.

Of the 57 providers, 22 are headquartered in the USA, 13 in India and 8 in Europe.
Of the 57 solutions, 31 offer some form of live proctoring, 24 record-and-review
proctoring, 32 automated proctoring and 9 hybrid proctoring. Many providers offer
several forms of proctoring to choose from. Furthermore, 28 providers state that they
enable simple integration with popular learning management systems, and 25 of
them offer an optional or mandatory secure browser.
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Provider HQ EU Live
Proctoring

Record
and Review Automated Hybrid Secure

Browser
AI Proctor
AutoProctor
British Council
Caduceus
ConductExam
Constructor
Datamatics
DigiExam
DigiProctor
Dugga
Eklavvya
Examity
ExamOnline
ExamRoomAI
ExamSoft
hirePro
HonorLock
Integrity
Advocate
Janison
Learning Spiral
Learnosity
MapleLMS
Mercer Metti
Merittrac
Online
Exam
Maker
OnVUE
Oxagile
Pesofts
Proctor360
ProctorEdu
ProctorExam
ProctorFree
proctorio
ProctorTrack
ProctorU
Pruefster
PSI
Quilgo
Respondus
smartServices
SMOWL
SpeedExam
Sumadi
Surpass
Synap
Talview
TAO
TestnTrack
ThinkExam
Top Hat
ULearn
Unstop
uxpertise
Wheebox
Wise Proctor
Witwiser
Youtestme
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5.1.4. Proctoring solutions suitable for European universities

As proctoring is a strong intrusion into the learners’ privacy, we strongly focused on
GDPR-compliant providers, which have a European headquarter and are claiming
to store the data in the European Union. Of the 57 analysed providers, only eight
are headquartered in the EU. While many other providers also claim to be GDPR-
compliant, data-storage and operation of the company outside of the EU comes with
additional obstacles. Due to the constantly changing regulations and unclear status
of e.g. the EU-U.S. Data Privacy Framework [17], as well as the generally unstable
global political situation, we only consider companies headquartered in the EU to
be safe for the time being. Although several other providers claim to fulfil all GDPR
requirements, further legal investigation is required, and as the past has shown
political contexts can be shifting quickly in any direction.

We, therefore, classify providers who do not have a European headquarter as non-
compliant for the time being and focus on the eight providers that are located within
the EU. We contacted those eight providers in order to obtain more detailed informa-
tion on the offered solutions and the pricing. The pricing models are differing sub-
stantially and individual calculations have to be done based on the estimated number
of users and exams. Furthermore, the pricing models are often due to changes. Most
providers have asked us not to reveal the details. Generally, live proctoring solu-
tions come closest to proctoring in a classroom. Issues can be addressed directly
and students can be asked to stop certain behaviors or they can be excluded from
continuing their exams. In most cases they are also the most expensive solutions. In
some cases, the visible costs can be lowered when the institution that is offering the
courses bring their own proctors. Nevertheless, generally, this does not really reduce
the total costs but just shifts the expenses. Record-and-Review are the second most
expensive solutions and fully automated solutions are the cheapest. Some providers
offer flat rates per user or per exam while others base their pricing on the proctored
time. Most providers offer discounts based on the increasing number of participants,
exams, or proctored time. Generally, it strongly depends on a variety of factors which
model is the best match in terms of functionality and pricing.

5.1.4.1. Constructor
Constructor1 is a proctoring provider based in Switzerland. Constructor offers var-
ious forms of proctoring, both AI-supported and with human proctors. For live
proctoring, fixed time slots have to be arranged in advance, with several participants
taking the exam at the same time. The costs depend on the number of exams and the
number of participants per exam. Constructor also offers record-and-review proctor-
ing. In this variant, participants receive feedback within 15 minutes of completing
the exam. The solution is easy to use, without the need to install additional software
or plugins, but only works in the Chrome browser. Constructor also offers a secure
browser, enables a room scan before the start of the exam and recognizes the use of

1https://constructor.tech/lp/proctor
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illegal aids or resources, such as smartphones. The secure browser can e.g. detect
the use of ChatGPT or the switching between tabs. Constructor offers interfaces to
several LMS, such as Moodle, Open edX, and others.

5.1.4.2. Datamatics
Datamatics2 is also based in Switzerland. It offers live proctoring as well as record-
and-review proctoring. In both variants proctors are supported by AI technologies.
We did not receive further information on request.

5.1.4.3. DigiExam
DigiExam3 is based in Sweden and offers an automated proctoring solution, The
costs are based on the proctored exam time. Live proctoring is possible but only as a
BYOP solution. A smartphone can be added as a second camera. DigiExam offers an
LTI interface to integrate with LMS.

5.1.4.4. Dugga
Dugga4 is another proctoring provider based in Sweden and offers live and automatic
proctoring. Dugga also offers a secure browser. Our request for further information
was not answered.

5.1.4.5. ProctorExam
ProctorExam5 is based in the Netherlands and offers live proctoring as well as record-
and-review proctoring. ProctorExam offers the possibility to monitor the partici-
pants’ surroundings by connecting an additional camera, such as a smartphone.
They also offer an LTI interface that enables integration with Moodle and other LMS.
ProctorExam belongs to a company called Turnitin, which is specialized on plagia-
rism detection and prevention tools. According to the statements of the Turnitin sales
representatives, ProctorExam is a deprecated solution and will be replaced with a
newer product soon. This product seems to be a full-flegded exam solution including
the proctoring functionality as one of the features.

5.1.4.6. Pruefster
Pruefster6 is based inGermany and offers both live proctoring and record-and-review
proctoring. Even in live proctoring settings, participants can start their exams at any
time (24/7) and do not have to pre-select a fixed time slot. To enable this, Pruefster
lets proctors monitor learners from different institutions in different exams next to
each other. Pruefster also offers an BYOP option. In the BYOP option, the pricing
is based on exams and the number of participants per exam. In the full service
proctoring variant an additional fee per hour of proctoring and participant has to be

2https://www.datamatics.com/industries/education-technology/proctoring
3https://www.digiexam.com/online-proctoring/proctoring-software
4https://dugga.com
5https://proctorexam.com
6https://pruefster.com/de/solutions
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paid. Pruefster offers to connect an additional camera for better monitoring of the
room. Furthermore, there is an initial one-time setup fee. It does not offer a secure
browser, but permitted aids can be defined andmonitoring of the participant’s screen
is also possible. Pruefster offers an LTI interface to connect to LMS and also can be
used standalone next to the LMS or wherever the exam is offered.

5.1.4.7. SMOWL
SMOWL7 is headquartered in Spain and offers fully automated proctoring. Record-
and-review is optionally available. The pricing is based on the number of exams
and participants. An attractive flatrate based on the number of participants is al-
ternatively available. SMOWL also offers a secure browser that recognizes which
other programs are being used. Optionally, an additional camera, such as a smart-
phone, can be added to monitor the room or the participant’s hands. It provides
an interface for easy integration into Moodle and Open edX. SMOWL has been suc-
cessfully employed on openHPI, the HPI’s MOOC platform, from 2016 to 2023. In a
comparable study in 2016 [85], SMOWL was the only proctoring provider offering
fully automated proctoring in its portfolio, and thereby enabling a cost-effective and
convenient procedure for the examinees.

5.1.4.8. Sumadi
Sumadi8 is a provider originating from Latin America but its headquarter is located
in the Netherlands. Sumadi offers all forms of proctoring. Sumadi also offers a secure
browser that prevents the use of prohibited applications and visits to unauthorized
websites. There is also an option to connect a second camera. The pricing is based
on the number of participants and started hours of exams. Sumadi offers an LTI
interface to be integrated with LMS.

5.1.5. Further Information

During the Covid-19 pandemic, online exams andwith it online proctoring became a
topic of special interest. Instructors had to find answers to organizational, technical,
and legal questions. Steinbeck, et al., have examined existing literature, explored
possible technical solutions that have been used in several case studies with the goal
to establish a blue print for such situations [88]. Nigam et al., have systematically
reviewed literature on AI-based proctoring solutions, focusing on psychological,
cultural, and technological parameters. They found several aspects speaking in fa-
vor of online and AI-based proctoring solutions but also found some drawbacks,
particularly concerning security and privacy issues. However, they also admit that
in-person proctoring also is not always ethically perfect [55]. Hilliger, et al. [30],
more generally examined research on pedagogical and technical approaches to im-
prove trustworthiness in remote assessment by summarizing and comparing the

7https://smowl.net
8https://sumadi.net
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submissions to a special issue of the Journal of Computer Assisted Learning that
dealt with this question [30].

5.2. Plagiarism

Plagiarism is known back to the days of the Romans, when the poet Martial com-
plained that his words have been plagiarized [57]. The basic definition of plagiarism
is “the process or practice of using another person’s ideas or work and pretending
that it is your own [58].” The definition of the University of Oxford adds that it
is still a plagiarism when the work is added “with [...] consent of the original au-
thor[...] [59].” Plagiarism is considered to be a violation of academic integrity and
social norms, particularly but not only, in the context of education and research in
many countries. [94]. In some cultures, however, the rules are different, reiterating
someone else’s work is sometimes seen as a sign of respect or personal authorship
is seen less important. Introna, et al. [35] examined these cultural differences, and
found very different interpretations of plagiarism. A Chinese student “did not think
it was correct to rewrite an author’s words since the author was well known and
respected[.]” and, therefore, included them in their text. Other students from In-
dia, Greece, Spain and Mauritius, who were accused of plagiarism, were aware of
the concept in general but the interpretation of the details were very different in
their respective home countries [35]. Furthermore, even in those countries where
plagiarism is frowned upon, students have to learn the rules, as schools often tend
not to put a strong focus on this issue. According to Foltynek, et al. [19], “plagia-
rism constitutes a threat to the educational process because students may receive
credit for someone else’s work or complete courses without actually achieving the
desired learning outcomes [19].” So, particularly, in the context of online education,
with students coming from diverse cultural backgrounds it is of utmost importance
that a common understanding of what is acceptable and what is not acceptable is
established. Early on, plagiarism has to be detected and pointed out to the students.
Avoiding plagiarism has to be part of the learning process and plagiarism detection
should not only be applied when it is too late for the final theses.

Students have to be informed what is acceptable and what is not. Introductory
courses to train them in proper academic conduct and the use of tools to support
them to detect and avoid potential plagiarism are some of possible approaches to do
so. So-called plagiarism detection tools should not only be employed to detect and
punish culprits. They should be available for all students to support them in proper
writing.

5.2.1. Plagiarism Detection

In 2020, an international team of researchers [19], examined 15 text-based text-
matching systems and compared their accuracy in eight languages. The results
differed significantly depending on the examined language. They concluded that
“although some systems can indeed help identify some plagiarized content, they
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clearly do not find all plagiarism and at times also identify nonplagiarized material
as problematic [19].”

For the examined English language texts, the offers of Turnitin and PlagScan pro-
vided the best results. In the meantime, PlagScan has been bought by Turnitin, ren-
dering this toolset quite unchallenged [19].

It is important to note that these systems do not actually detect plagiarisms, but
similarities. The final decision whether these similarities are proper or improper use
of previous work, is not provided by the system but has to be done by the teacher.
The same piece of similar text can be a plagiarism, but with the same probability can
also be a proper quotation of previous work. Therefore, these tools cannot replace
but only support the teachers’ decision.

5.2.2. Plagiarism Prevention

Supporting students to recognize plagiarisms and preventing them to submit their
work in such a state is preferable than waiting for the students’ final submission and
punishing them. However, as mentioned above the systems only detect similarities
and not plagiarisms. Therefore, the students have to be trained to understand the
difference, which is a desirable skill anyway. From our perspective, therefore, it
would be preferable to allow students to use such tools themselves, once they have
received an introductory training and discuss certain exemplary elements of existing
reports in class.
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Peer review and peer assessment is a quite established process in the academic
context. For example contributions to high quality conferences and journals are
often reviewed and assessed by peers. In this context, it can be assumed that the
reviewing peers have a similar background and experience as the authors of the
papers and articles. More recently, peer review and peer assessment also have been
established in the context of teaching. A particularly strong role was played here
by research in the context of Massive Open Online Courses (MOOCs). Next to the
automation of assessment, peer assessment was seen as the only option to allow
large scale assessment of open and creative tasks. Some of this report’s authors have
previously published a substantial amount of research in that context.

Cornell University’s Center for Teaching Innovation also highly recommends inte-
grating peer assessment in the learning and teaching process:

Peer assessment, or review, can improve overall learning by helping stu-
dents become better readers, writers, and collaborators. A well-designed
peer review program also develops students’ evaluation and assessment
skills [90].

However, everybody who has ever submitted a paper to a conference or journal
for peer review, also is very likely to have experienced the feeling that sometimes the
acceptance of the paper is sort of a roulette game and strongly depends on the pref-
erences, mood, experience, stress level, etc. of the assigned reviewer. Furthermore,
particularly in an educational setting, the reviewers are often no experts, which is
seen as problematic by some learners. Our research has shown, however, that such
experiences and prejudices are rather anecdotal and that the majority of participants
of peer assessments in MOOCs appreciated the opportunity to learn from the work
of their fellow learners and train their evaluation and assessment skills [74]. Further-
more, our overview on existing literature on the topic of peer assessment in MOOCs
revealed that this method is quite established and researched in many aspects [21].

Completion rates have been an aspect of strong interest in MOOC research. The
low completion rates often have been a deadbeat argument for traditional educators,
that MOOCs are flawed by design. It has been shown that MOOCs including a peer
assessment have particularly low completion rates [37]. We have confirmed this
observationmany times from our own experience. Our research has shown, however,
that the majority of the participants did not have an issue with peer assessment as
a grading methodology, but with the significantly higher workload and level of
commitment that has to be shown to succeed in open and creative tasks. Time has
shown that the completion rate discussion in itself was flawed as it compared apples
and oranges when comparing MOOC participants to regular students. The same
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applies for this particular form of tasks and assessment. While creative and open
end tasks are too time consuming for many participants who are following these
courses as a form of edutainment, and only attract a minority of advanced and
particularly motivated learners[71], they are an essential component in full-fledged
study programs no matter if offline or online.

6.1. Peer Assessment Tools

In small offline classes, peer assessment , basically, could be done simply with a piece
of paper and (if blind or double blind) a hat. If the classes get larger this becomes
increasingly uncomfortable. The same applies if blindness or double-blindness are
strict requirements. In peer assessment, blindness delineates that the reviewer does
not know who’s work s/he is reviewing. Double-blindness means that also the re-
viewee does not know by whom s/he is reviewed. Generally, double-blindness is
the preferred operational mode for summative peer assessments to minimize bias.
However, given that the population of reviewers and reviewees is sufficiently famil-
iar with each other, blindness is becoming increasingly difficult to maintain. In such
cases, it can be more convenient to use dedicated tools for peer assessment. In pure
online settings, such as MOOCs or the study programs of the German UDS, peer
assessments are not possible without tool support. Fortunately, a variety of such
tools exist and they are often embedded as central elements of a learning manage-
ment system. In the context of the openHPI platform, we have developed such a
tool ourselves. It was based on the core principle that reviewing and grading the
work of the peers is as essential as submitting a solution to the task [79]. Therefore,
it featured a built-in mechanism to ensure that only participants who have reviewed
their peers are receiving any credits for their own work. This mechanism was also
employed quite successfully to detect lurkers in peer assessed team tasks [86]. Open
edX’ built-in peer assessment tool, similar to openHPI’s peer assessment tool, allows
both summative and formative assessment. It also allows several combinations of
peer, self, and expert assessment. Instructors define rubrics for the summative part,
which are used by the participants to grant points to themselves and/or their peers.
In the formative part, the participants are asked to provide their peers with construc-
tive criticism. Open edX’ implementation of peer assessment does so far not seem
to automatically disqualify participants who have not reviewed the work of their
peers, but rather follows a voluntary approach. An evaluation how this work in our
context. In most peer assessment tools, whether built-in to an LMS or standalone, a
peer assessment consists of four to five steps:

1. Step 1: Submission—The students submit a digital artifact, which is defined by
the designers of the task, for review.

2. Step 2: Training—The instructors provide exemplary solutions and grades. The
learners can grade these examples and compare their grading to the grading
of the reviewers. This step often is optional.
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3. Step 3: Review and grading—The learners grade the work of their peers and
write helpful reviews. Instructors can revise the results and adjust if necessary.
Ideally, only students who have properly reviewed the work of their peers will
receive points for their own work. Reviewing is mandatory.

4. Step 4: Self-evaluation—Learners can evaluate their own work in comparison
to the work of their peers. This step often is optional.

5. Step 5: Ideally, there is a simple feedback mechanism to allow the graded to
rate the graders. The openHPI tool e.g. allowed the rated to rate the received
reviews before showing the points received by the individual raters. Other
tools even allow anonymous discussions between grader and graded.

If peer assessments should be blind or double-blind or not is disputable. From
our perspective, in summative assessments, particularly if the participants already
know each other, double-blindness is strongly recommended to avoid biases. How-
ever, particularly in small groups or communities that exist for a longer time, even
with completely anonymized submissions, double-blindness cannot always be fully
guaranteed as the members at some point know the work or style of their peers.

In the past we have examined many aspects of peer assessment and published our
results in conferences and journals. We delineated the functionalities of our peer
assessment tool [79] and a set of related tools [75] to allow team tasks to be peer
assessed. We analyzed the general influence of collaborative tasks on the course out-
comes [76]. We collected a first round of feedback and made some observations [78,
87]. Later on we examined the participants opinions on peer assessment in MOOCs
more systematically. The results were quite positive. The participants particularly
enjoyed being able to see and examine the work of their fellow students in detail to
obtain a better feeling for the quality of their own work and as a source of inspira-
tion for future tasks [74]. We examined peer assessment in the secondary education
context [82], and differences between male and female participants [36]. In [21], we
reviewed the existing literature on peer assessment to obtain a broader overview on
existing approaches [21]. Finally, we had a more detailed look on the effects of team
composition on the peer assessment outcomes [77].

Two important topics to deal with in peer assessments are the fairness and the
quality of the reviews. Both topics can be easily addressed inmost cases by providing
the reviewers with explicit information what is expected and a set of questions to be
addressed as well as the expected length of the answers. We have rarely encountered
cases of so-called rogue reviews, which in the beginning have been one of our biggest
concerns. Using the median value within the grading rubrics to determine the final
grade already eliminates extreme outliers. In our experience, these outliers have
very rarely been cases of intended misbehavior. Mostly some reviewers just had a
different opinion. The probability of a fair and appropriate total grade increases with
the number of reviews. Allowing the reviewed to respond to the reviewer by rating
the received review, commenting it, or reporting it in severe cases, helps to further
reduce cases of misconduct. Generally, the bigger issue than malicious misbehavior,
is misbehavior out of laziness or lack of time. If the rate that is received for a review
can be added as a component of the final grade of the reviewer, this can be used as

51



6. Peer Assessment

an additional incentive for reviewers to write meaningful reviews. The peer review
system that we used to work with only showed the grade given by a single reviewer
to the reviewed when s/he had rated the written review. This worked quite well
as an incentive for the reviewed to actually rate their reviewers. In several cases,
however, this resulted in situations where the reviewed complained that they gave
a reviewer a 5-star rating as their review said: ”Well done. Good job!” Then they
were disappointed that those reviewers actually did not give them the number of
points they expected based on the positive review. We received several complaints
that the reviewed would have preferred to see the grade they received from the
reviewer before they rated the review. However, the whole idea of this feature was
exactly to avoid such tit-for-tat situations. While ”Well done. Good job!” might imply
a good grade, it is a lousy review deserving a bad rating. Similar to the the expected
questions to be addressed and the expected length of the review, this needs to be
trained, or at least be communicated to the learners explicitly.

In conclusion, we consider peer assessment to be an extremely suitable and reliable
tool for the grading of creative and open tasks in scalable learning contexts. To
guarantee the anonymity of of the submissions, a certain group size is required,
which is proportional to the number of peer assessed tasks. In the following chapter,
we will discuss more specific issues with peer assessment in the context of team
assignments.

6.2. Group and Team Assignments

Teachers’ and students’ perception of team assignments often differ significantly.
Many teachers are strong supporters of team work, as it teaches many skills and
competencies that are required in future life and it also reduces their workload.
Particularly highly motivated learners, however, often hate team work. When they
are teamed up with less motivated learners, they fear that they either will have to
cover all of the work themselves, or that they will receive (at best) mediocre grades if
they rely on the contributions of their teammates. Furthermore, it adds a significant
communicative overhead to the given tasks. This overhead was reduced to some
extent by the introduction and ubiquitous availability of online communication and
collaboration tools during the recent years.

In 2016, Riebe, Girardi, and Whitsed [64], conducted a systematic literature re-
view on teamwork pedagogy in higher education. According to their sources, it is
no more just “desirable” being able to work in teams, it is “essential.” They refer
to reports from the major English speaking countries1, as well as from Eastern Eu-
rope and China, which express the view that the ability to work in teams and the
“related interpersonal skills are equally or more important than graduates’ technical
skills” [64] . Hughes and Jones [32], state that, nowadays, teamwork is employed in
nigh on all organizations. Furthermore, they report about a poll by the Association

1US, UK, Canada, and Australia
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of American Colleges and Universities (AACU) in 2009, which revealed that 71% of
the employers expect that colleges place a greater emphasis on teamwork skills [32].

Most modern approaches to learning and teaching, such as active learning or
project-based learning, work best if several students are collaborating on the same
task [29]. Each student brings in a different background, different skills and problem-
solving approaches. Depending on the task, these teams are ideallymulti-disciplinary.
Wampfler et al. [39], have examined the general learning culture, video based lec-
tures, and also assessment during the Covid-19 pandemic when education in many
contexts instantly had to switch from on-site to on-line delivery. Their particular
context was education in schools, but their results can be applied to university set-
tings as well [39]. Basically they postulate that the goal of contemporary learning
environments should be a “practiced we-culture”, not only in lecturing but also in
assignments and assessments. Figure 6.1 shows the four dimensions of their model.

surveillance/external control
knowledge retrieval and 

performance assessment

confidence/internal control
awareness for learning processes, 

learning through collaboration

asynchronous
multi-dimensional

synchronous
one-dimensional

unprepared chaos
no fixed proof of 

performance, unclear 
expectations 

total surveillance
executing closed tasks, 
proctored and isolated 

exams

practised  ‘we’-culture
open media & take 

home educational products,
formatives (peer-)feedback, 
process-related reflection

competency simulation
Open tasks with 

level of expectation, 
isolated deliverables with 
summative assessment

Figure 6.1.: The goal of contemporary learning environments should be a practised
“we-culture”. (Based on [40], CC-BY-4.0)

For a modern digital learning environment, it is crucial to support the instructors
and facilitators in offering a wide range of collaborative options. Starting with a
course-wide discussion forum and ending with the possibility to form small groups
or teams within the larger course community. Restricting a platform and its courses
to a plain video-and-multiple-choice experience, prohibits to leverage all the advan-
tages that come with the massiveness of MOOCs, but also in smaller contexts, such
as the study programs of the German UDS, disables participants and instructors to
go the extra-mile. We, therefore, consider enriching the courses with hands-on tasks
and exercises and enabling collaborative learning among the course participants to
be crucial.
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Collaborative learning, project-based learning, team-based learning, and team as-
signments are terms that are often used without a clear distinction. All of them
delineate a method of learning that is based on the idea of working with others
to solve a common challenge. In this report, we distinguish these terms by the fol-
lowing criteria: Collaborative learning delineates the general process of learning by
communicating and interacting with others [23]. This process does not necessarily
involve teamwork or team assignments. Enabling the learners to communicate about
a given topic, or a task that each of them has to solve and submit individually, al-
ready fulfills this definition. It is also differentiated between forms of Large Group
Collaboration (LGC) and Small Group Collaboration (SGC). All forms of collaboration
in which participants are interacting with—potentially—all other participants of the
course in question are considered as LGC. Whenever subgroups of participants are
formed, whose members are supposed to interact mainly with other members of this
subgroup, this is considered to be SGC. In SGC, the report additionally differentiates
between loosely-coupled groups and tightly-coupled teams.

In loosely-coupled groups, participants are interacting on a certain topic out of their
ownmotivation and interest. In tightly-coupled teams, participants are working on a
common task, which is part of a graded assignment. Project-based learning delineates
a process where learners are working on a sufficiently complex task; and—by doing
this—learn the skills and competencies that the instructors intend to convey. The term
team-based learning is used to delineate the subset of project-based learning, where
learners are working in teams on a given project. If this task is graded, the term
team-based assignment is used. In the report at hand, we focus on the assessment of
the team-based assignments, using peer assessment. As we have shown in Chapter 6,
peer assessment is a very promising approach, particularly, if the assessment of
free-form assignments has to be scalable. If done properly, the combination of team
assignments with peer assessment comes with several inherent benefits:

• As the task has to be completed by a team and the assessment of the other
teams’ work is done individually by each team member, the total number of re-
views is much higher than in peer reviews for individual assignments, without
increasing the workload of the reviewers.

• As writing reviews is mandatory, the peer assessment serves an additional
purpose of filtering out free-riders in the teams [86].

In peer assessments, it is always desirable if a submission receives a large number
of reviews, as the accuracy of the grading is becoming increasingly reliable with the
amount of reviews. Team assignments, therefore, go particularly well hand in hand
with peer assessment if the teammembers have to grade the other teams individually.

While many learners demand for more hands-on exercises [101], collaborative
learning is a top priority only for a small subset of participants [24, 81]. So far sev-
eral attempts have been made to classify the learner types in online courses. Based
on the users’ engagement and activity within the course, no-shows, dropouts, free-
riders, and active participants are typical classifications. Poellhuber, Roy, and Bou-
choucha [61] add a social component to this list by differentiating between active-
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socials and active-independents. In the course that they have examined, the active-
socials form the smallest group (5.6%). This group, however, also sports the highest
survival rate in the course(93%) [61]. Encouraging the learners to become active-
socials will, therefore, help to increase the retention rates of both the learners in
the study programs as well as the knowledge, skills, and competencies within the
learners.

To increase the learners’ motivation for collaborative work and team tasks, we
consider a proper matching of the teams to be crucial. In an international context, the
participants’ time zones are the most important matching criterion. This is directly
followed by the students’ time commitment. Matching students with a similar time
commitment for a certain task reduces friction and it is more likely that teams will
produce outcomes that are satisfying for all team members.

Another approach is tomatch students based on their skill levels and bring together
those who are only slightly differing, so that the more skilled students can pull up
the less skilled students. To make this work, the difference between the levels has to
be sufficiently small to not frustrate both advanced and less advanced students.

Whichever method is chosen, it has to be ensured that each student’s grade will
be composed of a team component which is identical for all team members and an
individual component, which can differ from student to student.

One way to do this is to integrate the reviews that were written by the students
into the final grade. A further option is to ask the students to grade their individual
contribution within the teams. openHPI’s peer assessment system supported both
options [75, 77, 78]. We are still evaluating how far the new Open edX based system
of the German UDS supports these requirements.

Given that reviewing the work of others is a mandatory element of the peer review
system and not reviewing the work of the peers results in zero points for their own
work, peer assessment is the ideal complement to team assignments as it helps to
eliminate lurkers [86] and by design allows a large number of reviews without
increasing the workload of the individual learners. In the context of our MOOCs,
we recommended a team size of five to eight members. In part this was due to the
high dropout rates in MOOCs to make sure that at least three to four members
are left in the end. In settings where dropouts are a lesser issue, we would rather
recommend smaller team sizes. Larger teams require more organizational overhead
and it is easier for lurkers to hide behind the back of more active teammates. The
tasks should always be designed in a way that they also could be solved by a single
person and the size of the team should be reflected in the final grade for the task.

In conclusion, we strongly advertise to encourage the students to employ all forms
of collaborative learning and particularly encourage the instructors to offer project-
based tasks to be solved by groups or teams. The matching of the teams should be
handled by the instructors rather than by the students, particularly in the early tasks,
when the students do not know each other yet. Particularly, in pure online settings
such as MOOCs or the German UDS study programs, finding a well-fitting team can
be quite challenging for the students [87]. To match proper teams, the instructors
have to be supported by technology that allows them to collect the required data
and then (semi-)automatically match the students based on homogeneous or het-
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erogeneous criteria. While, e.g., time zone and time commitment should be matched
homogeneously; age, gender, etc. should rather be mixed heterogeneously [77]. Next
to the actual task, the evaluation process for the teamwork should always include
a report about the team structure and the team processes that have been employed
to solve the task [9]. We see a particular advantage in the openness, mixability, and
stackability of ourmodules here. As learners from around the globe,Master students,
MBA students, and even life-long learners pursuing micro-degrees will attend the
same courses together, a variety of backgrounds and experiences is inherent in the
student population of our courses. This setting is ideal for the students to learn from
each other.
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In the report at hand we have outlined different forms of academic assessment and
have introduced an assortment of assessment methods with a particular focus on
scalable online learning and study formats. Furthermore, we gave an overview on
related topics such as online proctoring and plagiarism prevention and detection.

As in our previous report on online teaching methods (SR2) [49], it is close to
impossible to cover every detail of every aspect in this dynamic and quickly changing
field. The report at hand can, therefore—particularly in those areaswhere it becomes
tangible and introduces actual products and solutions rather than theories, concepts,
or frameworks— only be a snapshot that presents the situation at the time of writing.

Nevertheless, we are convinced that this tangibility is necessary to move beyond
pure academic theory and introduce hands-on solutions and are willing to pay the
price for this by abandoning the timelessness of the report.

The given overview on online assessment perfectly complements SR2 [49] and
will be a very helpful resource for educators on all educational levels, whowant— or
have to— switch from in person training to online or hybrid formats. Online learning
enables learners who are living in remote areas or cannot attend synchronous on-
campus classes for other reasons, such as a job, or children, or elderly relatives that
need to be attended to complete their studies. Furthermore, it can contribute to
reduce traffic and it allows students to live in cities that are more affordable than
the typical university towns. Recent global challenges, such as pandemics, wars, or
climate change are becoming increasingly likely and educators around the world
should prepare themselves for situations where face-to-face classes are simply no
more possible.

Particularly in scalable online learning environments, open ended tasks and assign-
ments are challenging for teachers as they require both formative and summative
assessment in different phases and both types of assessment are very time consum-
ing. Our previous research has shown that a combination of teamwork and peer
assessment is very fruitful in this setting. Next to increasing the scalability of such
tasks, it enables and encourages students to learn from each other and in the same
time provides them with many opportunities to gain so-called future skills, such as
the ability to work in teams, the ability to constructively criticize the work of others
and many more. However, we are also aware that this kind of assessment is not the
golden grail for every context and type of learner. To reduce resentments and guar-
antee a delightful experience to all, it is important to properly match the teams and
design the tasks in a way that allows multiple ways to succeed. We see a particular
advantage in our open and stackable course design here, which allows us to bring
students from the widest variety together and encourage them to learn with and
from each other.
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We already referred to Plutarch’s famous metaphor of learning to the ignition of
a fire rather than the filling of a bottle [60]. If the Greek philosopher’s words are
taken seriously in the way teaching is delivered, it also needs to be reflected in the
way that learning is assessed.
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A. Assessment Tools

The following list of online exercise and assessment tools is not comprehensive and
also not static. Often, tools are no more continued to be maintained after a certain
amount of time.

Table A.1.: Selected online assessment tools

Provider Description
Artemis An open source tool created and maintained by TU Munich, supporting many

different exercise types, including auto-gradable programming exercises, quizzes,
modelling exercises, and many more.
Code: https://github.com/ls1intum/Artemis
Project: https://artemis.cit.tum.de/

CodeHarbor A repository for auto-gradable programming exercises developed and maintained
by the Hasso Plattner Institute’s openHPI team. Enables collaborative editing and
sharing of exercises. Exercises can be listed on all platforms supporting the IEEE
LOM model and shared with all auto-graders supporting the ProFormA format.
Code: https://github.com/openHPI/codeharbor
Project: https://codeharbor.openhpi.de/

CodeOcean An auto-grader for coding exercises in a variety of programming languages. Sup-
ports Java, Python, Ruby, Javascript, and R out of the box. Additional adapters can
be added easily. CodeOcean is developed and maintained by the Hasso Plattner
Institute’s openHPI team.
Code: https://github.com/openHPI/codeocean
Project: https://github.com/openHPI/codeocean/blob/master/README.md

CodingBat A free site of live coding problems to build coding skill in Java and Python. It is a
project by a computer science lecturer at Stanford University.
Project: https://codingbat.com/java

Jack An auto-grader with multiple exercise types developed by the University of Duis-
burg Essen. The code does not seem to be open source. According to their website,
the service can be offered on request for other universities as well.
Project: https://www.uni-due.de/zim/services/jack.php

JupyterHub Open source project providing a multi-user version of the Jupyter Notebook. Its
main purpose are rather exercises and executable examples than exams. Currently,
several parties are working on the integration of auto-grader functionalities.
Code: https://github.com/jupyter/
Project: https://jupyter.org/hub

LabXchange Global science classroom created and maintained by Harvard University. Can be
used for free by learners world wide. Its main purpose is to provide labs and exer-
cises and not exams. Supported subjects are Chemistry, Biology and Physics.
Project: https://about.labxchange.org/
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Table A.2.: Selected online assessment tools

Provider Description
Mathworks Commercial provider for math and engineering exercises and exams.

Project: https://www.mathworks.com/products/matlab-grader.html
Peergrade Commercial peer assessment tool from Denmark.

Project: https://www.peergrade.io
PeerStudio Formative peer assessment tool developed by UC San Diego and Carnegie Mel-

lon University.
Project: https://www.peerstudio.org/

Praktomat An auto-grader for programming exercises developed by Karlsruhe Institute of
Technology. The original code repository has not been updated since 2 years, but
there is a more recent fork maintained by the Hochschule Offenburg.
Code: https://github.com/KITPraktomatTeam/Praktomat
Fork: https://github.com/hso-praktomat/praktomat
Project: https://pp.ipd.kit.edu/projects/praktomat/praktomat.php

SonarQube Cloud-based tool for static code analysis. Combines several static code analysis
tools for a variety of programming languages. SonarQube is not an auto-grader
but can support in evaluating the quality of code.
Project: https://www.sonarsource.com/products/sonarqube/
Code: https://www.sonarsource.com/products/sonarqube/downloads/

TAO Testing An open source online testing tool developed by the University of Luxemburg.
It is now maintained by the Open Assessment Technologies community.
Code: https://github.com/oat-sa
Project: https://www.taotesting.com/higher-education/

Learning
Management
Systems (LMS)

Basically all learning management systems, such as Canvas, Moodle, Open edX,
Sakai, Blackboard, Ilias, LonCapa, etc. include at least a simple assessment tool
to create multiple choice quizzes or similar. Some of them even provide more
sophisticated tools for instructor, peer, and self-assessment.
Moodle: https://moodle.org/
Open edX: https://openedx.org//
Sakai: https://www.sakailms.org//
Blackboard: https://www.blackboard.com/
Ilias: https://www.ilias.de/
LonCapa: https://www.lon-capa.org/

Learning Tools
Interoperability
(LTI)

The LTI interface allows to connect additional assessment tools, such as the ones
listed above, to the LMS. The LTI interface is supported by most LMS. Libraries
in many programming languages exist for a more or less simple integration of
LTI on both ends (LMS (LTI consumer) and assessment tool (LTI provider).)
Project: https://www.imsglobal.org/lti-fundamentals-faq
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A

Anderson, Lorin Willard. American educator and psychologist. Revised Bloom’s
taxonomy with Krathwol.

AI-based Assessment

Auto-grader Tool that automatically grades exercises in a formalized context. Auto-
graders can be simple evaluators of Multiple Choice Exams or complex tools to
automatically grade Math or Programming exercises. The term is mostly used in
the context of automatically grading Programming exercises. In this context, auto-
graders can follow either dynamic or static evaluation approaches or combinations
of both.

Automated proctoring see Fully automated proctoring, see also Proctoring.

B

Bloom’s Taxonomy A hierarchical classification system for learning objectives,
named after Benjamin Bloom. First published in 1956 and in its revised version (by
Anderson and Krathwol) still widely used.

Brown’s Principles of Assessment H. Douglas Brown, the former president of
TESOL International Association (Teachers of English to Speakers of Other Lan-
guages), the largest professional organization for teachers of English as a second
or foreign language, wrote several books on language learning and assessment of
language learning. His five principles of assessment—Practicality, Reliability, Valid-
ity, Authenticity, and Washback—can be applied to assessments in many subjects
beyond language learning.

Bulimic Learning Undesirable form of “learning” that consists of “gulping down”
knowledge very quickly before an exam and “vomitting it out” again right after.
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C

Carnegie-Mellon private research university in Pittsburgh, Pennsylvania.

ChatGPT A generative ChatBot by OpenAI.

Collaborative Learning Learning is a social activity. Collaborative learning con-
tains all forms of learning where several individuals are learning together and sup-
port each other. In some situations the line between collaborative learning and cheat-
ing can become quite thin.We recommend to define exactlywhere desirable behavior
ends. We also recommend to generally encourage collaboration in learning.

COVID-19 pandemic world wide virus epidemic causing lock-downs and many
other disruptions in everyday life from December 2019 until about 2023.

D - E

edX MOOC platform founded as a joint operation between MIT and Harvard Uni-
versity.

Expert Assessment most common formof assessment in academic institutions. The
work of the students is assessed by experts such as professors or teaching assistants.

Essays Short textual assignments.

F

Formative Assessment This form of assessment attempts to improve future results,
e.g. of a future of a teacher. Generally, rather a verbose statement or feedback than a
measurable grade.

Fully Automated Proctoring Form of (online) proctoring that comes without hu-
man intervention. AI-based tools make sure that the correct person is taking the
exam and records or prevents a limited set of undesired behaviors. Generally, fully
automated proctoring is the most scalable and also the cheapest form of proctoring.
However, it comes with certain limitations in what can be detected.

G

German University of Digital Science (German UDS). New fully digital private
university in Germany.
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H

HPI Hasso Plattner Institute. Research institute and faculty of digital engineering
at the University of Potsdam.

I

Interactivity In the context of e-learning interactivity is often defined as learners
interacting with the content. In such cases the content is often presented in forms
that allow digital interaction such as clicking on buttons or drag & drop. The Oxford
dictionary provides a more general and in our opinion more suitable definition:
“The process of people or things working together and influencing each other.” Inter-
human interaction can be differentiated in learner-teacher (e.g. a learner asks a
question in the forum and a teacher answers), learner-learner (e.g. peer assessment),
and teacher-teacher (e.g. two teachers discuss a certain topic in a video) interaction.

K - L

Krathwol American psychologist and educational researcher. Revised Bloom’s
taxonomy with Anderson.

Learning Management Systems (LMS) Online tool to manage learning, courses,
and classes. A variety of tools and providers with very different business models
from open-source to commercial exist. Most LMS include at least a basic multiple
choice quiz system for tests and exams. Some also include additional exam forms.
Most LMS support the LTI interface to allow connecting further learning and exam
tools.

Learning Tools Interoperability (LTI) Interface standardized interface allowing
to connect online learning tools to LMS.

Live Proctoring Form of online proctoring where a human proctor monitors one
or more students in real time while they are working on an exam.

M

MOOCs MassiveOpenOnlineCourses. Started inCanada around 2008 by Siemens
and Downes to proof their connectivist learning theory. Hyped around 2012 by the
NY Times and other media. Courses that are offered online by renowned universities
(originally) free of charge and open for anyone to join.
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Multiple Choice Tests Students are given the questions and a set of answers. Gen-
erally, they have to select the correct answers. Depending on the amount of possi-
ble correct answers, it is distinguished between “multiple choice” and “multiple
answers” questions. Multiple choice questions have exactly one possible answer,
multiple answers questions can have several possible answers (0-all). We strongly
recommend to never use zero correct answers.We, furthermore, recommend to avoid
questions where all answers are correct. Multiple choice questions are generally eas-
ier to answer than multiple choice questions. Depending on the used quiz system
the grading of these questions can differ significantly. Multiple choice questions can
allow more than one correct answer. The students can then select from several possi-
ble options and will receive full points whichever of the correct answers they have
chosen. Multiple answer questions might provide zero points if a wrong answer is
chosen or deduct points for each wrong answer but mostly do not provide less than
zero points. The grading of these tests can be automated very simple, therefore, they
are employed very often in online settings.

O

openHPI The MOOC platform of the Hasso Plattner Institute.

P

Peer Assessment Form of assessment where the students are assessing each others’
work. Currently, the only option to properly assess open ended tasks in a scalable
way.

Pedagogy , the method and practice of teaching children.

Problem-Based Learning (PBL) student-centered approach to learning. Instead of
“being instructed” students learn by actively solving an open-ended problem. Skills
such as team collaboration, communication, creativity are at least as important as
the actual expertise in a certain topic area to successfully deliver a solution.

Plagiarism the inadequate re-use of previous ideas without proper quoting and
citing. In academic environments building on previous ideas is generally desirable.
However, it has to be clearly shown where own ideas start and previous ideas end.
Also who has had the previous idea and where to find the original text. There are
cultural differences in how this is done and students have to learn how to cite and
quote properly and compliant with academic integrity.

Problem-Oriented Learning see Problem-based learning.
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Proctoring The monitoring or surveillance of students during exams. In offline
situations, this is often done by teaching assistants. In online exam situations several
tools and providers exists to support the teachers. These tools can be either fully
automated (see automated proctoring), allow live proctoring (see live proctoring)
or employ record-and-review proctoring (see record-and-review proctoring).

Project-Based Learning see Problem-based learning.

Prompting The art of writing instructions for generative AI tools.

R

Record-and-Review Proctoring A video of the person taking the exam is recorded.
The proctor watches the recording later on. In most cases a proctor will watch several
recordings in parallel. Record-and-Review proctoring simplifies the scheduling as
learner and proctor do not have to be available in the same time. Generally, it is a
little cheaper than live proctoring as well.

S

Scalability In the context of e-learning, scalability is the ability to provide the same,
or at least a similar, learning experience to 10 learners as to 10.000 learners.

Self-Assessment Form of assessment where students are assessing their ownwork.
Generally, only used as a complementary option in combination with peer assess-
ment.

Self-Regulated Learning Learners set their own goals and also monitor and regu-
late the progress in achieving their objectives.

Simulations Imitation of a process that exists, or could exist, in the real world.

Summative Assessment Assessment to grade the work of students. Generally,
rather a number than detailed feedback.

T

Team Assignments Assignments that are solved collaboratively by a team. The
grading of such assignments should always include a general grade for the perfor-
mance of the team as well as individual elements for each student.
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